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What is NIST?
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NIST Mission

To promote U.S. innovation and industrial
competitiveness by advancing measurement

science, standards, and technology in ways that
enhance economic security and improve our quality of life

Measurement Science — Creating the experimental and theoretical
tools — methods, metrics, instruments, and data — that enable innovation

Standards — Disseminating physical standards, providing technical expertise
to documentary standards that enable interoperability and commerce

Technology — Driving innovation through knowledge dissemination and
public-private partnerships to bridge gap between discovery /marketplace
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Measurements are critical...

“Uniformity in the currency,
weights, and measures of
the United States is an
object of great importance,
and will, | am persuaded,
be duly attended to.”

George Washington, State
of the Union Address, 1790

to innovation

If you know how to measure

something, you can design
it, compare it, understand it,

and improve it

NIST Illustrated,
https://youtu.be/2]9BGVKbzS4

and to international trade

* Up to 92% of

U.S. exports affected by
standards/technical
regulations

NIST measurement
science provides the
foundation for innovation

in every industry and
economic sector, from
manufacturing to health
care to defense
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Why NIST?

It is the policy of the United States to support the modernization of the
Nation’s electricity transmission and distribution system.

The National Institute of Standards and Technology shall have the
primary responsibility to coordinate the development of a framework
that includes protocols and model standards for information
management to achieve interoperability of smart grid devices and
systems.

These [interoperability] protocols and standards shall further align
policy, business, and technology approaches in a manner that would
enable all electric resources, including demand-side resources, to
contribute to an efficient, reliable electricity network.

[The Framework shall be] designed to accommodate traditional,
centralized generation and transmission resources and consumer
distributed resources, including distributed generation, renewable
generation, energy storage, energy efficiency, and demand response
and enabling devices and systems.

Energy Independence and Security Act (2007) & =7
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What is Interoperability?

The ability of two or more systems or
applications to securely and effectively
exchange and readily use information
with little or no user inconvenience.

Why is it important?

Modern grid operations with diverse
resources and economic structures
will benefit from — and eventually rely
upon — enhanced interoperability.

Who does it benefit?

Everybody. Interoperability is a hedge
against technology obsolescence,
maximizes the value of equipment,
facilitates innovation, and empowers
customers.

Smart Grid | NIST

$10 Billion

Potential annual interoperability-
derived savings available in the

U.S. electric power industry.
(source: GWAC)

$140M - $1B

Range of annual per-company
equipment integration costs
reported to NIST by utilities and
equipment manufacturers.




Empowered Customers

Traditional utility economics views interoperability

as a mechanism to lower system integration costs

« EPRI(2017). Point-To-Point Standards Integration Cost |
Framework. Palo Alto, CA

» Limited usefulness due to utility revenue model

Modern interoperability provides many benefits

+ Benefits can fit many value propositions

« Customers can choose which benefits to pursue

+ Benefits derive from the interactions between
different customers/actors

Customer/Consumer
SMART GRID BENEFITS

Commercial
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Technology Adoption

Breaking asset specificity

+ Sharing information with a new set of actors allows
systems purchased to perform one set of tasks the
ability to contribute to an entirely different set of
applications.

+ Aggregation anyone?

Hedge against technology obsolescence

» Grid functional assets were often specified decades
earlier for very specific tasks on a very different grid.

* Equipment that lasts beyond planned operational
lifetime tends to be over-specified.

+ The task of interfacing information technology
systems from different eras is simplified when
relying on open standards.

INTEROPERABILITY:
The Nimble SEiaa

Local level

At the

Proximal level At the
Regional level
(2] @N'hb king togeth gm ing for the fut 9 I Atthe
auge leighbors working together lanning for the future Value
Global level

A Electric Car @ Opportunity Growth 9 Water management 9 Environmental Stewardship
ﬁ’ Temperature control @ Prevent outages @ Operating the Grid @ Societal
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Context Inverter function

# | DER Functions Description and Key Parameters # | DER Functions i and Key # | DER Functions i and Key Parameters
— 6. | Frequency-Watt Mode ‘The DER is provided with frequency-watt curves that define the 14. | Limit Active Power Production or | The production and/or consumption of the DER is limited at the
~ changes in its wat output based on frequencies around the nominal Consumption Mode Referenced ECP, indicated as absolute watts values. Separate
‘The DER responds to large frequency 3 410 ; cSeparat
N axtamions during sbacmaal ovente o | Feaueney during abnormal evens. Liitsthe production andlor e re zro;:;ed fo‘r production or consumption limits to
1 a Referenced ECP by changing its ‘When the emergency frequency-watt mode is enabled, the DER consumption level of the DER based | " (0 be dillerent.
() Disconnect/Connect Function The disconnect command initiates the galvanic separation (usually production or consumption rate ‘moitors the frequency and adjusts its production or consumption on the Referenced ECP
- . via switches or breakers) of the DER at its ECP or at the PCC. There tatetofillov thelspetified einatyenoy frequenzy-watt cirve
=} Disconnect or connect the DER from ; i parameters.
i at e CP ‘may be a time delay between receiving the command and the actual
m e grid at its discommect 7. | Velewatt Mode The DER is provided with voltage-watt curves that define the 15. | Low Frequency-Watt Emergency | Enable automatic « low frequency » disconnection of a specified
- . The DER responds to changes in th changes in its watt output based on voltage deviations from nominal, Mode for demand side management | proportion of their demand (in stages) in a given time frame.
L o) The connect command initiates or allows the reconnection of the W;x gt ‘L:ZP;;: f:m‘;cc ol lg(ity ® | as a means for countering those voltage deviations. (fast load shedding)
DER at its ECP or at the PCC. A permission to reconnect may also changing its production or When the volt-wtt mode is enabled, the DER receives the voltage 16. | Low Voltage-Watt Emergency Provide capabilities to ... enable automatic or manual load tap
c 3 : ; ;
be issued. consumption rate measurement rom s meter (orothe source) a the Referenced ECP. Mode fordemand side changr blocking and automatic « ow voltage »
. . N e . The DER adjusts its ducti fo — "
© 2. | Cease to Energize and Return to “Cease to energize” is a different function from disconnect/connect, Sp:“ﬁid st it prod ‘;;;:;:_’"“""mw" rateto follow the 17. | Monitoring Function The DER provides status, measurements, alarms, logs, and other data
N~ Service The (draft) definition is “the DER shall not export active power - 5 - The DER provides nameplate, 8 uftorized aod requesfed by users. Examples inchads coinect
) during steady-state or transient conditions, Reactive power exchange 8. | Fixed (Constant) Power Factor The DER power factor is set o the specilied power fictor. A leading configursiion, stabus, measurements, | “11% updsled capacities, real and resctive power
n <t The DER ceases all active power bsorb 1 be o %) of: Mode power factor is positive and a lagging power factor is negative, as and other requested data outpul/eonsumpfion, sfate of charge, volfage, and other
Yo output (absorb or supply) shall be less than x% (maybe 10%?) of nameplate h & defined by the IEEE or IEC sign conventions. ‘measurements. Also of interest are forecast statuses and expected
S DER rating and shall exclusively result from passive devices.” There The DER pores hctouiset i afeel
~— Allow active power gutnut at the POC i he a time delay ety iving th mand and the actnal e r Setting i
Scttings and | The DER follows the schedule which consists of a time offset
— (Constant) Real . - i
= # | DER Functions D e (specified as a number of seconds) from the start of the schedule and
5 Ll # | DER Functions Dy and Key i is associated with:
c 22. | Dynamic Active Power Smoothing | The DER follows the specified smoothing gradient which is a signed | [Rireduested { | 28. | Frequency-Watt Smoothing Mode | The DER is provided with frequency-watt curves that define the « apower system setting
S Mode quantity that establishes the ratio of smoothing active power fo the | [0 O =2t ‘The DER responds o changes in changes intifs watt output based on ffequency deviations from o the cnablinglisabling of 2 unction
wl N i ; cati ing/di i
3. | High/Low Voltage . real-time delta-watts of the load o on at the “Ar Control M frequency at the Referenced ECP by | 2Ominak as ameans for countering those frequency deviations and
L — Mode The DER produces or absorbs active | p'p bR responds ¢ At s CRRToN smoothing the frequency. v E
; ; responds to
) power in order to smooth the changes duction e based When the fi de is enabled, th i
The DER rides throd ) ) at the Referenc] production rate based on frequency en the frequency-watt mode is enabled, the DER monitors the
D: E fluctuations in volta in the power level at the Referenced | When the power smoothing mode is enabled, the DER receives the | fing or absorbing deviations from nominal, as a means | frequency and adjusts its production or consumption rate to follow
o ECP. ‘watt measurements froma meter (or other source) at the Referenced | fin the desired v for countering those frequency the specified frequency-watt curve parameters. New data points are Mod The act 1t of the DER limis the load at the Referenced
L ECP. New data points are provided multiple times per second. VidtiGhs ded inilipl % [eMade etackive power cutput offia Eitholonl sithe Rifrency
O —_ " Rate of change of power — dW/dt provided miltiple Himes per second. e athe ECP if it starts to exceed a target power level, thus limiting import
Y— 4. | High/Low Frequen dfdt power. The production output is a percentage of the excess load over
it excoeds 4
7)) Mode 23. | Frequency-Watt Primary Control | The DER changes its watt output or input based on parameters or Ar Mode — - — - - - prijoxeeds@ | the target power level. The target power level is specified in absolute
) siiile cirves. 1o rovide ARy fisquencycotitrol Witl the piposs of kiR responds tod | 29- | Power Factor Limiting (Correcting) | When the PF limiting (correcting) mode is enabled, the DER is watts.
= The DER rides throy| et “thin th 1 £ limi 2t the Reforencd Mode provided with the target PF. The DER supplies or absorbs VArs in . : 5 ’
o fluctuations in frequ ‘The DER changes ifs watt outpug o | AIINE frequency wi einorual. Seuency Uit p order to maintain the PF at the Referenced ECP within the limits of | | B eulermcix e oo
(@] o e o ng its VArs The DER suppliesor absorbs VArs o | $10e 11520 c within the limits o heloadbya | ot he Refersnced ECP it start o exosed a arg pow eve, s
- - - input to provide frequency support to Lr Mode Thold the power factorat the e target PF. e o e | resulting in. flat poweer profile. The production outputis a
} ; excess load over the target power level. The targef
[ E 5. | Dynamic Reactive ‘maintain frequency within normal ECP within the PF limit R ‘percentage of the load over the target level. The target
o] Mode limits ER responds to power level is specified in absolute watts.
() | N X _ _ at the Referencel | 30, | Delta Power Control Function Decrease active power output to ensure there remains spinning
cC < The DER reacts agai | 24. | Automatic Generation Control When AGC mode is enabled, the DER responds to signals to Jog its power facf reserve amount that was bid into the market fing Mode Th and/or production of the DER follows and
© 5 changes (spikes and (AGC) Mode increase or decrease the rate of consumption or production every 410 | live power Mo De”e”“: active power output to
e s st s o o ! ensure there remains spinning reserve,
2 o YRamic Sysiem. st ‘The DER responds to raise and lower | 10 32600ds, with the purpose of managing frequency DER to generat amount that was bid into the market # | DER Functions Description and Key Parameters
dvrdt power level requests to provide as a percentage -
(0] frequency regulation support it
Y 5., | Oporating Roserve (Siiiing This DER 5 provide riseive povier availablo it abont 10 31. | Power Rate Control Manage active power ramp time, when the acti
Reserve) mode ke The power s limited by the maximum | !¢ Quired povwer level by the end of the ramp
2, ramprate, the required power level earlier, but not later. 34. | Microgrid Separation Control Process for normal separation, emergency separation, and
The DER provides operating reserve ntentional Islandin reconnection of microgrids. These microgrids could be indivi
. . . . ) individual
o ‘ N 32. | Dynamic Volt-Watt Function Dynamically absorb or produce additional watts @ 2) faciliti 1d b gril_ le faciliti L Abca EPS giid
- 26. | Dynamic Frequency-Watt Mode The DER responds to the rate of change of frequency (ROCOF) by ally abeorb or produce instantameous difference from s moving uvereg Process for normal separation, acilities or could be multiple facilities using Area gri
® The DER responds fo the rate of changing its watt output or input to minimize spikes and sags Dynapicallyzbss B voltage. This function utilizes the same basic c y ’ equipment between these facilities.
o additional watts in proportionto the | 4y Ch i e et fumction but used emergency separation, and
S change of frequency (ROCOF) by instantaneous difference from a outpul'm‘a"h‘“ﬂ oo ey feconnection of microgrids
o)) changing its watt output or input to moving average of the measured - ferogricy
o minimize spikes and sags voltage 35. | Provide Black Start Capability Ability to start without grid power, and the ability to add significant
27. | Coordinated Charge/Discharge The DER is provided with a target state of charge and a time by s B load in segmented groups.
upport the reestablishment of
[n'd Management Mode which that SOC is to be reached. This allows the DER fo defermine &ﬁep f o ontase Epower
The DER defermines when and how | 1et to charge or discharge based on price. 33. | Collect and Provide Historical Collect and provide detailed measurement and ff [~
fast to charge or discharge so longas | The DER takes into account not only the duration at maximum Information Wh“?:l mﬂ)’ll":l““d to e ‘:e Nlﬂl’“me = 36. | Provide Backup Power (Often Ability to provide power to local loads behind a PCC when the
it meets its target state of charge level | consumption / production rate, but also other factors, such as that at Collect and provide detailed Zz‘l‘ds;g Tbe “sc:::;n:: s e:‘;;‘;‘;‘;’iﬂr implemented, but not standardized) | facility is not connected to the grid, either during an outage or due to
obligation by the specified time (focus | high SOC the maximum consumption rate may not be able to be measurement and performance data | c0 ¢ Ao ;“"““ by “l)’ER - . = hnal i R ETRan
is on Electric Vehicle consumptior sustained, and vice versa, at low SOC, the maximum discharge rate which may be valuable to record in an | “OPHA1CE: nd ofher characteristics of DER s Ability to provide power to local loads
P t 2 ! I P p
may not be able to be sustained historian when not d to the grid
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01. Purpose and Scope

Background on the role of interoperability and the Framework

02. Models for the Smart Grid
Models and language to understand the modern grid

03. Operations

Interoperability for utilities, technologies, and customers

04. Economics
Changing system economics and benefits from interoperability

05. Cybersecurity
Understanding and managing risks, protecting new interfaces

06. Testing and Certification

Critical to unlocking capability and value across the system
Interoperability Profiles
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A. Conceptual Model
Lets customers see where they are in the system

B. Communications Pathways Scenarios
Allow us to examine connectedness and interoperability interfaces

C. Ontology for the Grid
Gives us a more precise language to describe what we want and need
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Conceptual Model

Smart Grid Conceptual Model
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Conceptual Model
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Communication Pathways Scenarios
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Ontology for the Grid

Functional Business Trustworthiness Data
Actuation Cost Privacy Data Semantics
Communication Enterprise Reliability Identity
Controllability Environment Resilience Operations on Data
Functionality Policy Safety Relationship between
Manageability Quality Security Data
Measurability Regulatory Data Velocity
Monitorability Time to Market Composition Data Volume
Performance Utitity Adaptability
Physical Comglexity
Physical Context Humah Constructivity Lifecycle
Sensing Human Factors Discoverability Deployability
States Usahility Disposability
Uncertainty Engineerability
Boundaries INTELLIGENCE pamenadilty
Timing Sehaviora) PrF;ecTrelalb)i/Iity
, . hility
gsﬁlcck?rloTrEaetion zz’(svgz:wk;biiit; (lllustrative relationships only) Producibility

Time Awareness
Time Interval & Latency
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Ontology for the Grid

Description Grid Context for CPS Concern Grid CPS Concern Architecture Significance

Description
Ability of a CPS to control  « Controllability requires the « Ability to control grid « Coordination of sensing and processing functions to produce
a property of a physical condonation of sensing, processing properties (sense, process and accurate control signals.

thing. There are many
challenges to
implementing control
systems with CPS
including the non-
determinism of cyber
systems, the uncertainty of
location, time and
observations or actions,
their reliability and
security, and complexity.
Concerns related to the
ability to modify a CPS or
its function, if necessary.

Concerns related to the
function that a CPS
provides

Concerns related to the
management of CPS
function.

and acting

« Multiple inputs are needed to make
control decisions

* Most grid control systems and
hardware were not designed to
accommodate large numbers of
DERs.

* More dynamic monitoring and
control to respond to the dynamic
network

« The constant evolution of the
power system creates new grid
functions.

* Grid control functionality has
expanded to include management of
generation assets which require
different functionality e.g. diverse
generation assets require additional
control functionality including
distributed assets.

* Need the ability to manage change
across multiple devices at different
grid levels.

change); e.g., intentionally
change a phenomenon /
property

* Ability to provide grid
functions e.g. control
functions, sensing functions,
service-related functions.

« Ability to manage change

internally and externally to the

grid

at the cyber-physical boundary

e.g. digital equipment and
actuators affected by EMC

« Architectures needs to support control applications that input and
evaluate multiple optimization factors including carbon usage and
market prices

* Architecture needs to support use of group commands (e.g. DNP3
settings groups) and third-party aggregator control of DERs

« Architecture support of faster input of sensor data from traditional
SCADA devices and newer devices including phasor measurement
units (PMUs)

« Innovative grid technology needed to facilitate Power Markets,
DERs, Microgrids, Electric Vehicles, etc.

* Architecture needs to support management of DERs constraints
that differ from older types of generation.

» Communication topology views and key externally visible
properties for multi-tier distribution communications needed for
system control, substations, field operations, and
Transmission/Distribution integration™
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Questions?

INTEROPERABILITY: THE NIMBLE i fiimeietie

The ability of systems
to securely exchange
and readily use
information, known
as interoperability, is
key to unlocking
value across the
power grid in homes,
communities, regions
and society as a
whole.

Temperature
Control

Planning for
the Future

Water
Management

Operating the Grid

Neighbors Working

' Together

Opportunity
Growth

Prevent Outages

Creating Value

Environmental
Stewardship

Societal Benefit
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