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UUAS Accomplishments

Collaboration beyond the utility industry

The road ahead




The Scam

This is your local utility company. | am calling to inform you that your last
two payments were rejected. As a result, a truck has been dispatched to
disconnect your power, unless you make a payment within 45 minutes.

Oh no, | thought my payment went through. It's the lunch hour and my g

restaurant is packed. Can | make a pa mpnt this afternoon before 5pm?
-

V'
&y

| am sorry, but as | said, our truck \:|al@ady been dispatched. | am Scammer posing as utility
calling you as a courtesy. And since your I&5t two payments were rejected, RREUCSENEWTE
residential customer you are going to have to pay with a prepaid card from your local retailer.
The amount needed to stop the disconnection is $1,537

| don't know if | can make a payment in time, but | will see what | can do!

Business owner or

There is a <retail store> close by. Purchase a <prepaid card> there. When
you call back, please be sure to use reference number 834527 and have
the prepaid card with you

...0r some variation of this conversation




Utilities United Against Scams

UTILITIES UNITED

Over 90 gas, electric and water companies and associations across the U.S. and Canada

The collaborative group’s mission is to combat utility scams by providing a forum for utility companies and
associations to share data and best practices and to work together to implement initiatives to inform and
protect our customers. By coordinating our efforts across North America, our scale will magnify the impact
of our campaigns.




Utilities United Against Scams

UTILITIES UNITED

Participating companies and associations

AEP

AltaGas Utilities

Ameren

American Gas Association
Arizona Public Service

Atmos Energy

BGE

Canadian Electricity Association
CenterPoint Energy

Central Hudson

City of Anaheim

Clearwater Gas System
Columbia Gas of Kentucky
Columbia Gas of Maryland
Columbia Gas of Massachusetts
Columbia Gas of Ohio
Columbia Gas of Pennsyivania
Columbia Gas of Virginia
ComEd

ConEdison

Connexus Energy
Cooperative Light & Power
CSWeek

Dakota Electric

Lake Country Power

Laurens Electric

LG&E-KU

Liberty

Madison Gas and Electric Co.

MDU Resources (Montana-Dakota Utilities, Great Plains Natural Gas,
Intermountain Gas Company, Cascade Natural Gas)

Michigan Gas Utilities

Minnesota Energy Resources Corporation

Minnesota Power

Minnesota Rural Electric Association

National Association of Water Companies

NB Power

New Jersey Resources

NIPSCO

NRECA

ONE Gas

Otter Tail Power Company

PECO

PG&E

Philadelphia Gas Works

PowerStream

PPL

PSE&G




Utilities United Against Scams

Participating companies and associations (continued)

Dominion
Dominion Questar

Duke Energy (DEC, DEI, DEO, DEK, DEF)

East Central Energy

EEI

El Paso Electric

El Paso Water

Enbridge

EnergyUnited

ENMAX

Eversource

Exelon

First Energy

Flint EMC

Florida Public Utilities Co.
FPL

Great River Energy

Hydro Ottawa

Hydro Quebec

Indiana Michigan Power Company
IREA

JEA

KCPL

PSEG Long Island

Puget Sound Energy
Questar

Saint John Energy
SaskPower

SCANA

SDG&E

SMUD

SoCalGas

Southern California Edison
Southern Company (Alabama Power)
Southern Company Gas
Southwest Gas

Spire Energy

SWEPCO

TECO

TEP

Vectren

We Energies

Westar Energy

Wisconsin Public Service
Wright-Hennepin Cooperative Electric
Xcel Energy

UTILITIES UNITED

AGAINST SCAMS




Utilities United Against Scams

= Best practices
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Utilities United Against Scams

= Data
= Scam reports received by Duke Energy from June 15, 2015 - January 31, 2017:
= 10,954 reports
= 849 customers reported paying money to scammers (7.8% ‘deception rate’)

= Total losses reported = $810,427
= Highest single loss reported = $13,986

UTILITIES UNITED




UTILITIE

= Data (puke Energy data depicted below)

S UNITED
T SCAN

Utilities United Against Scams

Attempted Scams Reported
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Utilities United Against Scams

= Accomplishments:

Established a regular forum for information exchange and coordination, with critical support from
CS Week, EEI and AGA

U.S. House of Representatives designation of the third Wednesday in November as annual “Utility
Scam Awareness Day” (inaugural day was November 16, 2016)

Coordinated a North America-wide scam awareness campaign during the week of 11/16

= Approximately 90 utilities and associations joined the campaign across U.S. and Canada
= Created templates for all campaign content that could be branded and customized by participating utilities

UUAS Social Media team — rotating monthly mini-campaigns to be shared across UUAS

UTILITIES UNITED




James Conca
E @limConca

Scammers are targeting utility customers — don't be a victim @Edison_Electric @WPUDA
@NWEPAssoc @EnergyNorthwest forbes.comsites /jamescon...

#STOPSCAMS

] 4

TODAY is Utilities United Against Scams Day. Learm how you can #5topScams here: bit.y
pic.twitter.com/ WyFIEBD363

W 1308vs 200

We're teaming up with other utilities to beat scami loin us and help spread the word

W ENERGY INSTTTUTE #stopscams ow.ly/mCAIS063A3n pic twitter.com/pcxOwAEqw2

W FoLCORPORATION

Don’t fall for
scammers
pretending
to be us.

Don't fall for scammers
pretending to be utilities.

IGE K.
“Utilties United Against Scams Day” on Nov 165 2 ne:
#5topScams goo.gl/hzY5dD pic. twitter.comAUwSfwXMid
W 1cseanoku ARURT 15 s
Today we join fellow wtiliti 5 United Against Scams Day: hwnelec co/62zF306foFL
@Edison_Electric #UUASDay #5afety pic_twitter.com/H12n3bwiW3

W HAWANEN ELECTRIC @Hv £ @Ed

Utilities United Against Scams

An Exelon Company

EMPLOYEE 42919

A (;:éorgia Power

Today is the inaugural Utilities United Against Scams Day. Reminders from Georgia Power to avoid
IDOWSH H cammers may call or come to your door. Representatives from BGE always carry proper

n_ #StopScams pic twitter com/TiOBoX5GTH

#zcams at georgiapower.com/in-your-commun... pic_twitter.c

W GEORGIA POWER @

Urgent call from
a utility?
It could be a scam.

{

2 voinion

3

UTILITIES UNITED
| dcaiustscavs |

Mot on our watch. mge.com/scam #5topScams pic twitter com/OMBCHRNDD
Not s thats Dominion calling? Give us a call at 1-866-366-4357 to confirm. #5taySafe
#ScamAwarenessWeek #5StopScams pic twitter com//PdelTrilcXt

W MADISONGASBELECTRIC e

W DommoN v POWER

UTILITIES UNITED

AGAINST A




Utilities United Against Scams

= #StopScams hashtag:

UTILITIES UNITED

® 807 2 1953831 8, 3,846,083

Timeline i

-Natalie Brown (EEI)




Utilities United Against Scams

= There were 4,356 relevant Utility Scam Awareness Twitter mentions from November 1 — 30,
with a potential reach of 31.6 million.

= Utility Twitter accounts were directly responsible (tweets + retweets + reply messages) for 14% of

mentions.

= Owned, published tweets from Utilities were responsible for 8% of the potential reach (2.5 million).
= For reference, the same search strand produced just 42 mentions in the month of October.
= Conversation spike on Utility Scam Awareness day, November 16, with 1,160 mentions. The

graph below shows conversation volume for the month of November, highlighting the spike
in conversation on the 16" and the build days before.
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Utilities United Against Scams

= Duke Energy snapshot:
= Coverage in six states, generating 665 media stories

Duke Energy... on WISH-IN (CW) - Indianapolis, IN
11/17/2016 17:09:52
24-Hour News 8 at 5PM (News)

Duke Energy... on Univision Orlando
- Orlando, FL
11/15/2016 18:03:22

*gg:fg;g;‘wrw Duke Enerqgy... on WFMY (CBS) - Greensboro, NC
11/14/2016 18:04:14
WFMY News 2 at 6:00 (News)




Utilities United Against Scams

= [naugural campaign impacts:
= Duke Energy data are not conclusive, but potentially positive:
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= The UUAS campaign has generated
Interest among Better Business Bureaus
and Chambers of Commerce

= Business reference template posted on
collaboration space for UUAS participants

*Favor de arunciar esbe mercaje 2 e

Recientemente clientes de Du
Quienes llaman dicen ser per
el servicio de electricidad o d
ectafadores hasta pueden ma
que llaman de Duke Energy.
Si cree que posiblemente esta
Duke Energy a los numeros qu
He aqui algunos consejos imp
engafio de hacer pagos a est:
1. Duke Energy ofrece muchs
el uso de una tarista de dé
2. Si su servicio estd en pelig
wia correo postal de los Ex
3. Nunca transfiera dinero ni
crédito a una fuente que n
Visite duke-energy.com/Stop:
la informacidn de su cuenta.
Para Wtriﬂcar el estado de ¢
comuniguese a:
Duke Energy Carclinas: 80C
Florida: 800.700.8744
Indiana: 800.521.2232
Kentucky/Chio: 800.544 €
Cuke Energy Progress: 801

Utilities United Against Scams

@ SCAM ALERT

*Plaase post for your employees.

Cuke Energy customers have recently been victimized by phone scams. Callers
claiming to be from Duke Energy are threatening to turn off electricity or natural
gas service if they are not paid immediately. Scammers may even manipulate
caller ID to look like they are calling from Duke Energy.
If you feel like there is any possibility that you are dealing with an impersonator,
hang up immediately and call Duke Energy at the numbers below to verify the
status of your account.
Herz are some important tips to help prevent you and your business from being
tricked into paying money to a scammer-
1. Duke Energy prowvides many options for payment; be suspicious if a caller
requires the use of a prepaid debit card or other hard-to-trace method.
. If your account is in danger of disconnection, a niotice will be sent through
U.S. mail before your power is tumed off.
. Never wire money or provide your debit or credit card numbers to an
urwerified source.

Visit duke-energy.com/StopScams for more tips on how to protect your
account information.

Tao check the status of your business account or to report a scam, contact:
Duke Energy Carolinas: B00.777.9898

Florida: 800.700.8744

ndiana: 800.521.2232

Kentucky'Ohio: 800.544.6300

Cuke Energy Progress: 500,452 2777

o~ DUKE
©” ENERGY.

&’ ENERGY.




= Directing customers to prepaid product providers’ hotlines (excerpt from customer service script):

Enter pertinent information the caller collected in the Scammer Information section.

What was the customer asked to do? Collect details about what the customer was asked to do, where they were asked to
purchase a prepaid card, the scammer's call back phone number, etc.

What type of card was purchased by the customer? If the card carries either the “Reloadit” or “Vanilla” brand, it may be

possible to stop the funds transfer.

» “Reloadit” cards are most commonly available at grocery stores nationwide, but other retailers sell them as well.

 “Vanilla” cards are sold nationwide through a variety of retailers; some of the more notable sellers include Walmart, CVS,
Walgreens, Rite Aid, Family Dollar and Dollar General, but there are many other retailers as well.

Was the card purchased recently? If customer confirms the card was purchased that same day, advise the customer there

may be an opportunity to stop the money transfer.

» For a “Reloadit” card: Please direct the customer to immediately call1-888-633-9434 to speak with Reloadit customer
service. The customer will need to have the Proxy Number, which is a 19 digit number that starts with 60395. If the
customer does not have the proxy number, or the number does not begin with 60395, the vendor will not be able to assist
the customer in attempting to recover funds.

For a Vanilla card: Please direct the customer to immediately call1-866-362-9035 to speak with the Vanilla vendor’s fraud
hotline. The customer will need to have the card number. If the customer does not have the card number, the vendor will
not be able to assist the customer in attempting to recover funds.




STOP

Do not provide the pack humber from the back of the
reloadit pack to anyone over the phone you do not know
or have not met in person. Providing your pack number is
like sending cash and cannot be traced.
o e

The Releadit product is intended to load money onto reloadable Reloadiy
prepaid cards. It is for personal use only—to add funds onto your own
prepaid card or a family member or friend's card.
Beware of scams that ask for Reloadit pack numbers, such as:

» Government agency claiming you owe money for any penalties or back taxes

« Utility company requiring immediate payment for electricity

= Law enforcement agency claiming your loved one, such as a grandchild,

is in jail and needs to post bail
* Lottery company claiming yeu have won a prize and need to pay taxes

If you have been asked to provide Reloadit as a form of payment,
please call 1 (888) 633-9434 prior to purchasing.

Beyond the utility indus

= Several retailers are working aggressively on consumer protection

ALTO

Nunca propercione por el del paquete de Reloadit
que aparece en la parte posterior del misme a Ninguna persona que
usted ne conece O gue no ha ido En F Prog i U

de reloadit Es como enviar dinere en efective y no

el pag
pI.IMB rastrearse.

El producta Reloadit ha sido disenado para cargar dinero en tarjetas prepagas " Reloagy
recargables. Es unicamente para uso personal, para carger fondos a su
propia tarjeta prepaga o a la tarjeta de un familiar o amige.

Tenga cuidado con las I das de fac
los numeros del paguete de Reloadit, como:
= Agencia del gobiemo que reclama que wsted les debe dinero par
idad & page de impuestos retrasado
peng mmmediado de su laclura de enengla elecinca
2 que dic que akguro d2 sus seres quendns, como un reta par ejemplo, ha sido
detenido en la comisarla y necesita que paguen la fianza para liberarlo
+ Gonpalla de lolarla que Bama para decr que usled se gan un premio g lene que pagar los impuesios
If you have been asked to provide Reloadit as a form of payment,
please callf (888) 633-9434 prior to purchasing.

gue le solicitan

(Signage at national grocery chain)

ry: Retailers




Caller ID authentication
(under development)

“Do not originate”

Rapid disablement of
scammers’ phone

numbers (Jared’s wish list)

Beyond the utility industry: Telecom

Smart ID Certified ID

Certified ID indicates when the Caller ID information can be
traced back to the originating number and authenticating
telecommunications provider (or entity)

Trust allows calls to be taken safely and reduce negative
user experiences

Initially applicable to IP networks or call segments

Certified

neuscar




= Keys to defeating the scammers:

The road ahead

= Concerted, ongoing effort across the industry to promote heightened awareness among all customers

of the latest scam tactics
= Saturation of communications channels
= Sustained customer education effort

= Cooperation and data sharing with law enforcement
= Coordination with prepaid card industry, retailers and telecom partners

[Scammer] stated he would be there in 25min to
turn off the power. COR asked to speak to supv,
[gave] name “John Williams.” Cust called [Duke
Energy] and then called number back. “Thomas
Anthony” stated she has to pay $989. Cust
advised them she was going to the police.
(Scam report - 1/31/17)

[Customer] received a call that they needed to
pay $749 in 30 minutes to avoid cnp. [Customer]
knew it was not Duke. she pulled her copy of her
bill and called our number.

(Scam report - 1/26/17)




Please contact me with questions or for further information about UUAS:

jared.lawrence@duke-energy.com
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