
NRRI Colloquium 
San Francisco, CA 

18 November 2014  

State Regulators’ Responsibilities  
Regarding Cybersecurity Issues 

 
Daniel Phelan 

Research Associate 
National Regulatory Research Institute 

dphelan@nrri.org 

 



Commission Responsibilities 

 Reliability and safety 

 

 Consumer protection 

 

 Cost recovery and just and reasonable rates 
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Cybersecurity Challenges 

 Jurisdiction 

 

 Liability 

 

 Technical knowledge 

 

 New technologies 
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Actions Taken 
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Ongoing Dockets 
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Federal Agencies 

 Presidents Clinton, Bush, Obama 

 

 Department of Homeland Security 

 Transportation Security Administration 

 

 Federal Energy Regulatory Commission 

 North American Electric Reliability Corporation 
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Federal Agencies 

 Nuclear Regulatory Commission 

 

 Federal Communications Commission 

 

 National Institute of Standards and Technology 

 National Science Foundation 
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State Legislatures 

 Cybersecurity coordinators 

 

 Economic development 

 

 AMI deployment 

 

 Protection of personal information 
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Utility Organizations 

 American Water Works Association 

 American Gas Association 

 American Petroleum Institute 

 Edison Electric  Institute 

 Nuclear Energy Institute 

 Utilities Telecom Council 
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Trends in Commission Action 

 System protection, reliability, and resiliency 

 

 AMI deployment 

 

 Basic cybersecurity training 

 

 Best practices and standards, frameworks 

 

 Confidential treatment of cybersecurity information 

Nov. 18, 2014 D. Phelan, NRRI 10 


