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Project Description

Collaboratively establishing a cybersecurity 

roadmap for wind energy technologies.  Roadmap 

prioritizes R&D efforts to elevate awareness of 

and preparedness for cybersecurity threats to 

wind power.

Value Proposition
 Growth and development of U.S. wind-

powered generation provides 

opportunities to strengthen cyber 

resilience of grid and provides a clean, 

low cost source of energy.

 Roadmap supports initial R&D needs 

associated with better understanding 

cyber vulnerabilities specific to wind 

power and has potential to lead to 

development of mitigation strategies 

and best practices to combat cyber 

threats.

Project Objectives
 Evaluate industry cybersecurity 

preparedness.

 Enhance information sharing and 

situational awareness.

 Promote dialogue among industry, 

academia, and government.

 Coordinate and moderate 1st ever 

AWEA cybersecurity panel session 

at WINDPOWER 2019.

 Facilitate coordination of future 

cybersecurity workshops. 

Wind Cybersecurity Roadmap
Establishing a cybersecurity roadmap for cyber-physical wind power systems

Team Partners
 Department of Energy Wind Energy 

Technologies Office (WETO)

 Idaho National Laboratory (INL)

 NREL, SNL



The Cyber Threat Landscape for 
Distributed Energy Resources 
(DER)

Colleen Glenn 

Control Systems Cyber Security Analyst
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Timeline of Cyber Events

Image from DiFazio, G. (2019). Triton, BlackEnergy, WannaCry – Has Your Behavior Changed?. Tripwire.  

https://www.tripwire.com/state-of-security/ics-security/triton-blackenergy-wannacry-behavior-changed/

https://www.tripwire.com/state-of-security/ics-security/triton-blackenergy-wannacry-behavior-changed/


Anatomy of an OT Cyber Attack: The ICS Cyber Kill Chain

Stage 1 details the steps an 

attacker generally takes in IT 

environments

Stage 2 details the additional

steps an attacker takes in an 

OT environment 

Image: Dragos. (2017). TRISIS Malware: Analysis of Safety System Targeted 

Malware. https://dragos.com/wp-content/uploads/TRISIS-01.pdf. 

https://dragos.com/wp-content/uploads/TRISIS-01.pdf


Open Source is Everything



Web-accessible Platforms are Common



Researchers are Interested…

Video/Presentation: Bret-Mounet, F. (2016). All Your Solar Panels are Belong to Me. DEFCON 24. Aug 4-7 2016, Las Vegas, Nevada. 

https://www.youtube.com/watch?v=OB5lAtLG4WU. 

Article: Greenberg, A. (2017). 

Researchers Found They 

Could Hack Entire Wind 

Farms. Wired. 

https://www.wired.com/story/

wind-turbine-hack/. 

https://www.youtube.com/watch?v=OB5lAtLG4WU
https://www.wired.com/story/wind-turbine-hack/


Malicious Actors are Interested…

Note that the “User” is logged 

into the interface as an 

administrator. 

The actions available from the 

interface include tools to 

operate, maintain, and change 

settings of the turbine.

Yadron, D. (2015). Iranian Hackers Infiltrated New York Dam in 2013. Wall Street 

Journal. https://www.wsj.com/articles/iranian-hackers-infiltrated-new-york-dam-in-2013-

1450662559. 

https://www.wsj.com/articles/iranian-hackers-infiltrated-new-york-dam-in-2013-1450662559


Cybersecurity Requirements, 
Regulations and Standards for 
Distributed Energy Resources

Danish Saleem, DER Cybersecurity 
Standards Lead
National Renewable Energy Laboratory 
7/23/2019
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Background

Ukraine Power plant
DoS on one of the western utility
Dragon fly 2.0
WannaCry ransomware

In last six years, more than 14 
billion data records were lost or 
stolen

There is a need to secure DERs 
and their communications

• Bi-directional communication

• No standard security practices

• Lack of situational awareness

• DERs connected to home

Education, 1.67%

Financial, 6.91%

Government, 
18.30%

Healthcare, 4.04%
Retail, 12.60%

Technology, 56.48%

RECORDS LOST/STOLEN BY INDUSTRY

Accidental Loss, 
27.35%

Hacktivist, 0.57%

Malicious Insider, 
3.32%

Malicious Outsider, 
61.93%

State Sponsored, 
6.84%

RECORDS LOST/STOLEN BY SOURCE
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DER Cybersecurity Working Group

Data-in-flight requirements
Define common set of encryption, authentication and key 
management requirements for DER communications
• Leads: Nicholas Manka (GridSME) and Ifeoma Onunkwo 

(Sandia).
• Update protocol and interconnection requirements and 

standards.

SECURING DER DEVICES & SERVERS
Define standardized procedure for DER and server 
vulnerability assessments.
• Leads: Danish Saleem (NREL) and Cedric Carter 

(MITRE).
• Cases advised from known equipment vulnerabilities. 
• Transferring to UL STP and will likely be UL 2900-2-4.

ACCESS CONTROLS
Classify data types, associated ownership, and permissions 
and define set of protection mechanisms. 
• Starting Oct 2019
• Lead: TBD
• Access control list taxonomy, principle of least privilege.
• Password control and data privacy expectations. 

SECURE NETWORK ARCHITECTURE
Create DER control network topology requirements and 
interface rules.
• Lead: Candace Suh-Lee (EPRI)
• Perimeter controls
• Segmentation requirements

Patching Requirements
Establishing patching guidelines for DER equipment
• Starting Oct 2019
• Lead: TBD
• Requirements for patching (e.g. update rates, expected 

mitigation timelines).
• Maintenance guidelines.

Utility/Aggregator Auditing Procedure
Create recommended auditing practices for DER networks
• Planned Oct 2020
• Lead: TBD
• Step-by-step auditing procedure for internal or external 

compliance review.
• Recommended data for forensics
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IEEE 1547.3 Working 
Group
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Recommended Approach for 
Securing DER Systems
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Six Cybersecurity 
Principles

1. Incorporation of security at 
the design level

2. Advance security updates and 
vulnerability management

3. Build on proven security 
measures

4. Prioritize security measures 
according to potential impact

5. Promote transparency across 
grid

6. Connect carefully and 
deliberately
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NREL works to identify, anticipate, detect, protect against, and respond to today’s biggest threats to 
the energy grid, primarily the renewable energy sector, offering a strong foundation of tools, 
expertise, and capabilities that support systems security and innovation, resilience science, and 
advanced  visualization for decision support: 

• Modeling and co-simulation

• Cybersecurity evaluation

• Unique facilities 

• Collaborations to advance resilience science. 

NREL’s Cybersecurity Focus
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www.nrel.gov

Thank You

Contact Info:

Danish Saleem
danish.saleem@nrel.gov | 720-404-5912

mailto:danish.saleem@nrel.gov


Electricity Committee

Up Next at 1:30…

Business Meeting, 
featuring remarks 

by John Bear, CEO, MISO



Electricity Committee Business Meeting

Honorary Resolutions 
Edward S. Finley, Jr.

John R. Rosales

Remarks
John Bear, MISO



MISO Update
NARUC Electricity Committee   

John Bear, CEO

July 23, 2019
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The US generating fleet has seen considerable change in 

the last 15 years, and this change will continue in the years 

to come
National Generation Mix

(GWh, in thousands) 

Source: US Energy Information Administration Annual Energy Outlook 2019 and US 

Energy Information Administration May 2019 Monthly Energy Review

Nuclear

Coal

Gas

Renewables

and DG

3,927
4,146 4,242
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Accelerated 

Fleet 

Change

2005

2033 Future Planning 

Scenarios

Distributed 

and 

Emerging 

Tech
2018

30%

16%

11%
3%

29%

7%

4%

The generation fleet in the MISO Region is evolving, with 

the pace accelerating toward more renewables

MISO Generation Mix 
(% of MWh) 

Nuclear

Coal

Gas

Wind

Solar

Other

DSM

Battery 

Storage

Current Interconnection 

Requests (GW)

100.9
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generation become complimentary
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This growth in renewables causes operating risks to 

shift and become more acute, even on an average day

28

RISK

Net peak load shifts 

from 3 pm to 6 pm.



De-marginalization

The modified set of 
resources that provide 
the next increment of 
energy at zero (e.g. 

renewables) or very low 
additional costs.  Costs 
are incurred up front to 

cover high capital 
requirement.

Decentralization

The shift away from 
large, central-station 

power plants to smaller, 
often variable resources 
that are located behind 

the transmission meter at 
homes and businesses.

Digitalization

The revolution in 
information and 
communication 

technologies and 
platforms that will 
continue to disrupt  

nearly everything in our 
economy, including 

energy services.

29

This ongoing portfolio change is part of three broad 

trends that are impacting the grid



Exploring the trend of de-marginalization raises 

interesting questions for the industry

30

How will the system 
flexibility and stability 

needs be met?

What products and pricing 
will be needed to provide 

incentives?

What transmission will be 
necessary to reliably 
access resources?

What tools and processes 
will be needed to manage 

volatility of supply and 
load?



Decentralization, while not happening as quickly in the MISO footprint, 

also has intriguing challenges

31

How are all resources 
enabled in the wholesale 

market?

How can retail and 
wholesale stay aligned on 

policy and incentives?

What are the signposts for 
electrification and 

decentralization growth?

How can load growth and 
the impact of decentralized 

resources be monitored 
and forecast?



Finally, digitization raises interesting questions at the 

wholesale / retail interface

32

What are the 
interoperability 

requirements and roles?

What are the interfaces 
with load serving entities?

What are the 
communication standards 

and protocols? 

How do traditional 
wholesale and retail 
platforms evolve?  



The MISO Forward report outlines three key 

requirements to address these trends

33

The ability of 

transmission and 

energy resources to 

meet requirements at 

all hours.

The ability to see and 

coordinate relevant 

resource, demand, 

and power flow 

attributes in operating 

and planning horizons.

The ability to anticipate and adapt to 

frequent and significant changes in

resource output and demand, 

including the enabling of new 

sources of flexibility.



Electricity Committee

Up Next at 2:45…

Commissions’ Role Implementing the 
New Distributed Energy Resource Standard 

(IEEE 1547-2018)



Commissions’ Role 
Implementing the new 

Distributed Energy Resource 
Standard (IEEE 1547-2018)

Tuesday July 23, 2019

2:45 – 3:45 PM



Highlights of IEEE Standard 
1547™-2018 for State Public 
Utility Commissions

David Narang
Principal Engineer, NREL Power Systems Engineering Center
Working Group Chair, IEEE Std 1547-2018 revision

NARUC 2019 Summer Policy Summit

July 23, 2019
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What is IEEE Standard 1547?

Distributed 
Energy 
Resource

Area 
Electric 
Power 

System
Communications interface

Power interface

Interconnection System 

Image based on IEEE 1547-2018 (Fig. 1)

Title: Standard for Interconnection and Interoperability of Distributed 

Energy Resources with Associated Electric Power Systems Interfaces

• A technical standard sponsored and published by IEEE

• Cited in Federal law (EPACT 2005) as intended technical basis for 

local  interconnection agreements, procedures and best practices

• Follows IEEE’s rigorous consensus-based standards development 

process (for 2018 revision ~130 members of working group, >380 

public balloters)

• All IEEE standards are voluntary (regulatory action from state energy 

commissions is needed to make part of interconnection practice) 

Scope: 

• Specifies functional requirements for 

capabilities that all DER must have.

• Applies to all DER, regardless of size -

synchronous, induction and inverter-based 

resources interconnected with a 

distribution grid (Area EPS). 

Limitations:

• Does not apply to resources directly 

connected to the bulk power system 

(New standards activity - IEEE P2800 for 

Transmission and Networked Sub-

transmission Inverter-based Resources)

• NOT a design handbook

• NOT an application guide

• NOT an interconnection agreement

• NOT prescriptive—i.e., it does not prescribe 

other important functions and requirements.
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IEEE Std 1547
Requirements
Interconnection 
system and test

Technical 
requirements

Interconnection 
rules & procedures

Context for implementation

Energy policy 
& regulations Distribution 

Planning

NFPA70 (National Electric Code)

Equipment Installation Safety Code

2018

(Update in 
progress)

IEEE Std 1547.1
Test Procedures
Conformance UL 1741

Certification
equipment safety, 
performance 

Will need 
update

Updated every three years

Will need update, 
additional education, and training

Example: DER interconnection

Note: other decisions regarding 
broader DER grid integration and/or 
grid modernization topics are outside 
IEEE Std 1547, however, the standard 
may provide relevant requirements 
that support those discussions.



NREL    |    40

IEEE Std 1547™-2018 Requirements Context

Safety
Power Quality
Protection

Voltage 
Regulation

Testing & 
Certification

Interoperability

Support for 
bulk system 
(Ride-through)

IEEE Std 1547™-2018 Requirements

• Protection settings

• Type testing
• Study, evaluation

• Performance 
category

• Trip settings
• Ride-through 

settings

• Performance 
category

• Voltage Reg. Mode

• Utilization
• Communication 

protocols

• Grid services
• Cybersecurity

• Bulk system reliability
• Resilience
• Black Start

Area EPS 
Operator

Authority 
Governing 

Interconnection 
Requirements

Regional 
Reliability 

Coordinator

Application to Grid 
Modernization

(beyond 1547 scope)

• Grid services

Decisions (sample)

Adoption of 1547-2018!
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NREL Project: Stakeholder Educational Materials on IEEE Std 1547-2018

• Developing website for IEEE Std 1547-2018 
educational materials 

• Conducting gap analysis of existing 
educational materials 

• Developing new educational materials, as 
needed

• Preparing guide for “Authorities Governing 
Interconnection Requirements” (AGIRs)

• Providing direct technical assistance

Provide your input to the gap analysis: 
https://www.surveymonkey.com/r/IEEE-1547-2018

https://www.surveymonkey.com/r/IEEE-1547-2018


www.nrel.gov

Thank You

This work was authored by the National Renewable Energy Laboratory, operated by Alliance for Sustainable Energy, 
LLC, for the U.S. Department of Energy (DOE) under Contract No. DE-AC36-08GO28308. Funding provided by U.S. 
Department of Energy Office of Energy Efficiency and Renewable Energy Solar Energy Technologies Office. The views 
expressed in the article do not necessarily represent the views of the DOE or the U.S. Government. The U.S. 
Government retains and the publisher, by accepting the article for publication, acknowledges that the U.S. 
Government retains a nonexclusive, paid-up, irrevocable, worldwide license to publish or reproduce the published 
form of this work, or allow others to do so, for U.S. Government purposes.

National Renewable Energy Laboratory – Golden, Colorado
Photo: Dennis Schroder

David Narang | David.Narang@NREL.gov

mailto:David.Narang@NREL.gov
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Download IREC’s free reports 
at www.irecusa.org
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@IRECUSA   
@Interstate Renewable Energy Council      
Text your email to 22828 to get IREC News & Reports

mailto:sarab@irecusa.org
http://www.irecusa.org/


2003

Source: Hart, David and K. Birson, Schar School of Policy and Government George Mason University, 

Deployment of Solar Photovoltaic Generation Capacity in the United States, Prepared for Office of Energy Policy 

and Systems Analysis U.S. Department of Energy June 2016, 



Updated July  2019

State Activity* on IEEE 1547-2018

*Map does NOT reflect ISO/RTO Activity

Active effort underway Pending or related effort underway



Spectrum of IEEE 1547-2018 Activity

46

Education,  
Investigation, 
& Technical 
Workgroups

Pilots & 
Incentives

Pending or 
Related 
Regulatory 
Activity

Active 
Regulatory 
Consideration

Early Movers 
working to 
harmonize 
with IEEE 
1547-2018

MA IL

NV MN

MD

CA

HI

MISO 
States 

*Plus, state engagement and coordination with ISO/RTO activities

PR



Process Steps & Considerations

Implementation
What is the process for adoption? 

What is the timeline for rollout and future revision/review?

Drafting

Where will the technical requirements reside? 

Who will draft? 

What is the schedule?

Education
What do the different components of the standard mean?

What are the implications for the utility, DER developers, and 
customers?

Stakeholder 
Engagement

Who should be involved?

How will they be engaged in the process?



Considerations for adopting IEEE 1547-2018

• Impact on interconnection process

• Testing, Commissioning and Verification 

• Consumer awareness, impacts, and protections

• Implementation of communications requirements

• Dispute resolution  

• Timing considerations with UL 1741



Sara E. Baldwin 
Vice President – Regulatory
sarab@irecusa.org
801-651-7177

Download IREC’s free reports 
at www.irecusa.org
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IEEE Std 1547™-2018

NARUC Summer Policy Summit

http://www.epri.com/
https://www.linkedin.com/company/epri
https://www.linkedin.com/company/epri
https://www.facebook.com/EPRI/
https://www.facebook.com/EPRI/
https://twitter.com/EPRINews
https://twitter.com/EPRINews
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Steps to Unlock Benefits of IEEE 1547™-2018

Specify DER 
Performance and 
Functional Capabilities

•e.g., adopt IEEE Std 1547-
2018

Update interconnection 
agreements

•e.g., allow for utilization of 
DER capabilities

Design architecture and 
deploy DER 
communication 
infrastructure

•e.g., start with utility-scale 
DER before integrating retail-
scale DER

Specify DER 
Management System 
and select DER 
Aggregations/Group 
Management Functions

•e.g., codify messages to be 
exchanged across the T&D 
interface

Design market and 
integrate DER into grid 
operations

•e.g., energy products, 
capacity products, re-
dispatch, regulating reserves

IEEE 1547™-2018 Provides the Foundation for a Broad Set of Capabilities

http://www.epri.com/
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• Active participation in 
standards development

• Training classes

• Industry engagement

• Advanced function 
research and testing

• Application 
considerations

• Bulk system impacts

• Demonstration projects

• Interest and working 
groups

• T&D interface and 
system operator 
considerations

• State interconnection 
working groups

Education Research
Coordination and 

Collaboration

EPRI Engagement in Support of IEEE 1547TM-2018

http://www.epri.com/
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Broad Utility Engagement: EPRI Project Highlight - Navigating IEEE 1547
Fortis 

Alberta

Hydro One

SRP

Xcel Energy

Austin 

Energy

Entergy

Cooperative 

Energy

Southern

TVA

Duke

Energy

Exelon 

Utilities

O&R

National 

Grid

Eversource

FirstEnergy

AEP

CenterPoint

ISO NE

PJM

MISO Member Types

• RTO/ISO

• IOU

• Muni

• Electric co-op

• Federal

ConEdison

Seattle City Light

PPL 

Electric

Ameren

http://www.epri.com/
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Summary: IEEE 1547™-2018 — Key Considerations

 Opportunities to work collaboratively 
to solve issues

– Engage state and federal agencies
to advance understanding

– Developers, utilities, and regulators 
collaborating to solve interconnection 
challenges

– Perform research to understand best practices 
and develop policy objectives

 Opportunities to engage a broad set
of stakeholders

 Key Considerations
– Understand the key implications

of the changes to the standard

– Engage all parties in the education
process

– Learn how the standard may influence
past regulatory decisions

 Opportunities to utilize advanced DER capabilities

– Increase distribution hosting capacity

– Improve bulk system reliability

 Key Considerations

– Functional settings

– Performance categories 

– Communication interface

 Coordinate across T&D

 Opportunities to integrate DER reliably, securely, and 
efficiently into the grid

 Key Considerations
– Consider adoption of standard 

at state-level 

– Specify “preferred” utility-required 
DER functional settings

– Specify certification for DER 
equipment and potentially 
verification for DER facilities

Adoption Coordination

CollaborationEducation
 Key Considerations

http://www.epri.com/


Thank You.  Questions?

Commissioner Matt Schuerger (MN) - Moderator

Speakers:

David Narang, Section Manager, Applied Power Systems – Distributed Energy 
Systems Integration Group at National Renewable Energy Laboratory (NREL)

Sara Baldwin, Vice President, Regulatory at Interstate Renewable Energy Council 
(IREC)

Devin Van Zandt, Technical Executive at Electric Power Research Institute (EPRI) 



Up Next at 4:00…

The State of Nuclear Waste Transportation and 
Best Practices Across the Country

Subcommittee on Nuclear Issues – Waste Disposal



The State of Nuclear Waste Transportation and 
Best Practices Across the Country

Subcommittee on Nuclear Issues – Waste Disposal



Moderator:  
Hon. Anthony O’Donnell, MD

Dr. Kelly Horn, 
Illinois Emergency Management Agency

Steven Edwards, Duke Energy

Pamela Prochaska, Xcel Energy



Pam Gorman Prochaska
Director, Nuclear Policy & Strategy

Xcel Energy

NEI Used Fuel 
Transportation             
Table Top



Monticello

44 loaded casks stored on site

• 64 approved to 2033-2034

30 loaded canisters on site

• Supports operations to 2030

Prairie Island

Used Fuel Storage at Xcel Energy



Monticello to Morris



• Total Value Proposition

• “Back End” Actions Impactful

• Transportation will be challenged 

Transportation of Used Fuel
Why do we care?

62



• Demonstrate understanding of the transportation processes and 

requirements

• Replicate the communication, planning and decision-making needed 

to move fuel

• Facilitate stakeholder involvement                                                                     

• Identify opportunities for 

improved efficiencies

Key Objectives of Used Fuel Table Top 

63



• Private shipment model new concept

• Early planning is necessary

• Relationships and communication with all stakeholders will be key to 

shared success 

• Table Top is beginning of dialogue with principal parties 

Key Take-Aways

64



Next steps?
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Thank you

66
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