E. Template After Action Report/Improvement Plan (AAR/IP)	

[Exercise Name]
After-Action Report/Improvement Plan 
[Date]
This After-Action Report/Improvement Plan (AAR/IP) is based on a Cybersecurity Tabletop Exercise (TTX) conducted by [Commission Name] on [Date of Exercise] with [List Other Participants]. This report provides an overview of the goals/objectives of the exercise, describes the scenario used to test capabilities, and suggests corrective actions to improve [Insert Based on Objectives]. Due to the sensitive nature of the topics being discussed, this report is designated as For Official Use Only (FOUO), and may not be distributed without written permission from [Name]. 


Royalty Free Photo Sources:
https://pixabay.com/illustrations/cyber-security-protection-technology-3411476/
https://unsplash.com/photos/iIJrUoeRoCQ
https://unsplash.com/photos/fmTde1Fe23A
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Exercise Overview
	Name
	[Exercise Name] 

	Date / Location
	[Date] / [Location]

	Scope
	[i.e., Description of exercise type (Cyber TTX), participation level, exercise location, exercise duration, etc.]

	Scenario
	[Brief description of the exercise scenario]

	Objective(s)
	[Objective 1]
[Objective 2]
[Objective 3]

	Sponsor
	[Commission Name]

	Participants
	[Participating Organizations]





Exercise Summary  
[Chronological summary of the exercise, including a full summary of the exercise scenario and injects]
[Description of key findings based on the exercise (i.e., What worked? What didn’t work? Why or 
why not?)]


	Objective 
	Performed without
Challenges 
(P)
	Performed with Some
Challenges
(S)
	Performed with Major
Challenges
(M)
	Unable 
to be
Performed
(U)

	[Objective 1] 
	 
	
	 
	 

	[Objective 2]
	 
	
	 
	 

	[Objective 3]
	 
	
	 
	 

	Performed without Challenges (P):  The targets and critical tasks associated with the preparedness capability were completed in a manner that achieved the objective(s) and did not negatively impact the performance of other activities.  The performance of this activity did not contribute to additional health and/or safety risks for the public or emergency workers, and it was conducted in accordance with applicable plans, policies, procedures, regulations, and laws. 

Performed with Some Challenges (S):  The targets and critical tasks associated with the preparedness capability were completed in a manner that achieved the objective(s) and did not negatively impact the performance of other activities.  The performance of this activity did not contribute to additional health and/or safety risks for the public or emergency workers, and it was conducted in accordance with applicable plans, policies, procedures, regulations, and laws.  However, opportunities to enhance effectiveness and/or efficiency were identified. 

Performed with Major Challenges (M):  The targets and critical tasks associated with the preparedness capability were completed in a manner that achieved the objective(s), but some or all of the following were observed:  demonstrated performance had a negative impact on the performance of other activities; contributed to additional health and/or safety risks for the public or emergency workers; and/or was not conducted in accordance with applicable plans, policies, procedures, regulations, and laws. 

Unable to be Performed (U):  The targets and critical tasks associated with the preparedness capability were not performed in a manner that achieved the objective(s). 
 



Objective 1 Summary  
Objective 1 
[Objective Description]
Strengths:
· [List strengths] 
Areas for Improvement:
· [List areas for improvement] 


Objective 2 Summary  
Objective 2 
[Objective Description]
Strengths:
· [List strengths] 
Areas for Improvement:
· [List areas for improvement] 


Objective 3 Summary  
Objective 3 
[Objective Description]
Strengths:
· [List strengths] 
Areas for Improvement:
· [List areas for improvement] 
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Improvement Plan  

	Issue/Area for Improvement 
	Corrective Action 
	Capability Element[footnoteRef:1]  [1:  Capability Elements are: Planning, Organization, Equipment, Training, or Exercise. ] 

	Recommended 
Responsible 
Organization 
	Target 
Completion Date 

	Objective 1:  [Objective Description] 
	
	
	

	[e.g., While following the EAP, it was unclear which agency was responsible for coordinating with DOE/FBI/DHS during a cyber incident.]
	[e.g., Energy assurance plans should provide more detailed plans and approaches for dealing with cyber incidents, and should include the roles and responsibilities of all the state agencies that could be involved in the responses and public messaging. States should be prepared to identify what planning, policy, and regulatory actions have already taken place, and align them with Presidential Policy Directive (PPD)-41.]
	[e.g., 
Planning / Organization]
	
	

	











	
	
	
	

	Objective 2:  [Objective Description]
	
	
	

	





	
	
	
	

	





	
	
	
	

	Objective 3:  [Objective Description]

	





	
	
	
	

	






	
	
	
	



List of Participants
	Name
	Organization
	Email
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