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D. Template Exercise Evaluation Guide (EEG)


	[Commission Name]: 
	Name of Exercise: 

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 



	Objective 1: [Name of Objective]

	Objective: [e.g., Following notification of a cyber incident affecting energy infrastructure with physical consequences, identify applicable capabilities, and associated authorities, the PUC can employ in response.]

	Observations of Capabilities that Address the Objective (can be positive or negative): 
	Time of Observation

	1. [e.g., Jane, XYZ Commission staffer, discovered that a malicious cyber actor had gained control of XYZ Utility's SCADA system, then convened ESF #12 responders within the state to brief on the situation]

[e.g., John Doe, a Cyber Analyst for XYZ Utility, discovered a cybersecurity breach, then texted his boss about it. His boss responded right away and informed the state's emergency management agency (EMA). The EMA immediately informed the PUC as the ESF #12 lead.]
	[e.g., immediately after the PUC became aware of the incident]

[e.g., 10:00 AM, one hour after the discovery of the incident]

	2.


	

	3.
	






	
	Objective 2: [Name of Objective]

	Objective: 

	Observations of Capabilities that Address the Objective (can be positive or negative):
	Time of Observation

	1.


	

	2.
	

	3.


	




	Objective 3: [Name of Objective]

	Objective: 

	Observations of Capabilities that Address the Objective (positive or negative):
	Time of Observation

	1.
	

	2.
	

	3.
	





		Hot Wash Discussion Notes: The purpose of this section is to provide a space for evaluators to note important discussions during the Hot Wash that immediately follows the exercise. A Hot Wash allows participants to give feedback on how they thought the exercise progressed and how they performed. Exercise strengths and areas of improvement also discussed during this session. The Hot Wash may be led by the Lead Facilitator, who ensures that discussion points remain on topic and relevant to the objectives and goals laid out by the commission at the beginning of the exercise. Evaluators may use the information collected from the Hot Wash to draft an After Action Report/Improvement Plan (AAR/IP). 

	 List the top three (3) organizational strengths: 

	1. 



 

	2.  





	3.  





	List the top three (3) items requiring improvement: 

	1.  





	2.  





	3. 





	Exercise Evaluation Guide Analysis Sheets: The purpose of this section is to provide a narrative of what was observed by the evaluator(s) for inclusion in the After Action Report/Improvement Plan (AAR/IP). This section includes a chronological summary of what occurred during the exercise. This section also suggests that the evaluator describe key observations (strengths or areas for improvement) to provide feedback to the exercise participants and support the sharing of lessons learned. 
 [i.e., Write a general chronological narrative of responder actions based on evaluator(s) observations during the exercise. Provide an overview of observations and, specifically, discuss how particular capabilities were carried out during the exercise, referencing specific tasks where applicable. The narrative provided will influence the After-Action Report/Improvement Plan (AAR/IP). If appropriate, make recommendations for improvement for each observation. 
[Insert text electronically or on separate pages]
 














