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C. Template Situation Manual 
(SitMan - including Agenda and Feedback Form) 

[Exercise Name]

Situation Manual

[Date] 
This Situation Manual provides the run-of-show for a Cybersecurity Tabletop Exercise (TTX) conducted by [Commission Name] on [Date of Exercise] with [List Other Participants]. This document describes the exercise’s background and purpose, as well as the functional aspects of the exercise. Due to the sensitive nature of the topics being discussed, this manual is designated as For Official Use Only (FOUO), and may not be distributed without written permission from [Name]. 
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[bookmark: _Toc86250293]Preface
The [Exercise Name] exercise is sponsored by the [Commission Name]. This Situation Manual (SitMan) was produced with input, advice, and assistance from the [Exercise Name] Planning Team, which followed the guidance set forth by the National Association of Regulatory Utility Commissioners’ (NARUC) Cybersecurity Tabletop Exercise Guide.
The [Exercise Name] Situation Manual (SitMan) provides exercise participants with all the necessary tools for their role(s) in the exercise and is evidence of [Commission Name]’s commitment to protecting the State of [State] and critical infrastructure sectors from cyber-attacks.
[Exercise Name] is an unclassified but For Official Use Only (FOUO) exercise. Sensitive topics may be discussed that are not permitted to be disclosed publicly under [reference authority]. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials that are necessary to their performance. All exercise participants may view the SitMan.






[bookmark: _Toc86250294]Handling Instructions
1. The title of this document is the “[Exercise Name] Tabletop Exercise (TTX) Situation Manual (SitMan).”
2. Information gathered in this SitMan is designated as For Official Use Only (FOUO) and should be handled as sensitive information that is not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from [Commission Name] is prohibited.
3. At a minimum, the attached materials will be disseminated strictly on a need-to-know basis and, when unattended, will be stored in a locked container or area that offers sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.
4. For more information about the exercise, please consult the following points of contact (POCs):
Exercise Director:
[Name]
[Title]
[Organization]
[Email Address]
Exercise Leadership Team:
[Name]
[Title]
[Organization]
[Email Address]

[Name]
[Title]
[Organization]
[Email Address]

[Name]
[Title]
[Organization]
[Email Address]

















[bookmark: _Toc86250295]Safety Instructions
For this exercise, the below bullets define the protocols for differentiating real-world emergencies and simulated exercise events. 

In-Person TTX Exercise Protocols:
· If the exercise requires the transmittal of information via phone or radio, exercise participants should begin the simulated conversations with “Exercise, Exercise, Exercise” to avoid confusion with real-world events. 

· If the exercise requires the transmittal of information via email or other written communications, “Exercise, Exercise, Exercise” should appear at the top of the message to avoid confusion with real-world events.

· When communicating with other exercise participants in-person, you are free to immerse yourself in the simulated events without regularly defining that they are partaking in an exercise. If information needs to be shared about a real-world emergency, participants should preface the information by saying “time out from the exercise” and use their hands to create a capital “T”. 
To resume exercise play after the real-world emergency information was addressed, you can say “resuming exercise.” This will avoid confusion among exercise participants about what is real and what is simulated.

Virtual TTX Exercise Protocols:
· [Depending on the features included with the virtual meeting platform and/or conferencing system, include safety protocols here. They should closely resemble the In-Person protocols above for consistency.]
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[bookmark: _Toc86250296]Agenda – [Exercise Name]

[Date]

8:30 – 9:00 am	Registration
9:00 – 9:05	Welcome – [Name]
9:05– 9:20	Exercise Introduction and Overview – [Exercise Facilitator(s) Name(s)]
9:20 – 9:25	Inject 1 – [Inject 1 Name]
9:25 – 9:55	Group Discussion Period[footnoteRef:1] [1:  Entire Group Discussion Period: Inter-organization discussion based on the inject and Functional Group Discussion.] 

9:55 – 10:10	Brief Out[footnoteRef:2] [2:  Brief Out: Exercise facilitator(s) will lead an overview of the discussion and describe the mock actions that took place throughout the discussion period. If broken out into groups, the facilitator may ask a spokesperson from each group to describe their actions.] 

10:10 – 10:15	Inject 2 - [Inject 2 Name]
10:15 – 10:45	Group Discussion Period
10:45 – 11:00	Brief Out
11:00 – 11:05	Inject 3 - [Inject 3 Name]
11:05 – 11:35	Group Discussion Period
11:35 – 11:50	Brief Out
11:50 – 12:30	Hot Wash[footnoteRef:3] - [Exercise Facilitator(s) Name(s)] [3:  Hot Wash: Immediately following completion of the exercise, the Exercise Team can hold a “Hot Wash”. A Hot Wash allows participants to provide feedback on how they thought the exercise progressed and how they themselves performed. Exercise strengths and areas that may need improvement are usually also discussed during this portion of the exercise.] 
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[bookmark: _Toc86250297]Introduction
[bookmark: _Toc86250298]Background
The [Commission Name] works closely with electricity and natural gas utilities within the State of [State] in a regulatory and operational matter. After recent discussions with [Utility(s)] about cybersecurity strategies and posture, the [Commission Name] and [Utility(s)] 
[bookmark: _Toc86250299]Purpose
The purpose of this exercise is to provide state officials and private sector utility representatives an opportunity to evaluate [State]’s emergency energy response protocols as they relate to any cybersecurity incident of significance. Among other things, this exercise will test protocols outlined within our state’s [Energy Assurance Plan / State Emergency Operations Plan] and [Cyber Annex]. 
[Additional/Targeted Purpose]
[bookmark: _Toc86250300]Exercise Objectives
[An objective should be specific, measurable, achievable, relevant, and time-bound (SMART)[footnoteRef:4].] [4:   https://www.fema.gov/sites/default/files/2020-04/Homeland-Security-Exercise-and-Evaluation-Program-Doctrine-2020-Revision-2-2-25.pdf ] 

[E.G. Following a cyber incident on energy infrastructure, review the ability of the PUC to utilize state, regional, and national communication networks in a timely manner to coordinate unity of effort and unity of message.]
[bookmark: _Toc86250301]Participants
· Players. Based on their organizational role and knowledge of current plans and procedures, players respond to the situation presented in the same way they would respond in reality.
· Observers. Observers primarily observe the exercise for their edification but may participate as much as the exercise facilitator(s) allows and/or they see fit. 
· Facilitators. Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key Exercise Planning Team members also may assist with facilitation as subject matter experts (SMEs) during the TTX.


Exercise Structure
The [Exercise Name] tabletop exercise (TTX) will be a facilitated group discussion based on a predetermined scenario. The TTX will include timed injects to the scenario, which players will have the opportunity to discuss. 
Participants will engage in group discussions following injects and a spokesperson from each group will present a synopsis of the group’s actions. From here, the entire group will discuss how each organization’s actions impact one another and what type of coordination may need to take place. 
[bookmark: _Toc86250302]Exercise Guidelines
· This is an open, low-stress, no-fault environment. The discussions will explore the policies, decisions, actions, and key relevant issues, which will require participants to respect the observations, opinions, and perspectives of others.
· Treat the scenario incidents as real. (i.e., don’t fight the exercise)
· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.
· Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.
· Keep the time constraints in mind and comments focused, where possible.
[bookmark: _Toc86250303]Exercise Assumptions
In any exercise, several assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:
· The scenario is plausible, and events occur as they are presented.
· There is no “hidden agenda”, nor any trick questions.
· All players receive information at the same time.[footnoteRef:5] [5:  More advanced exercises may have specific players receive information at differing times. ] 

· When possible, discussions and decision-making should be informed, first, by active plans, policies, and procedures outlined in the [Energy Assurance Plan or State Emergency Operations Plan and/or Cyber Annex]. If this presents an obstacle for the group as it progresses through 
the inject, discussions and decision-making can be hypothetical and based on group consensus when possible.


[bookmark: _Toc86250304]Exercise Scenario: [Type of Scenario]
[Description of the overarching exercise scenario. Use this as an opportunity to set the stage before moving into exercise injects.]

















[bookmark: _Toc86250305][image: Password Security, Password, Security, Cybersecurity]Inject 1: [Inject 1 Name]
[Date/Time of Inject]
[Insert Inject 1 here]
Key Issues
· [e.g., the IT Director is on vacation and unreachable]
· [Insert other key issues] 
Questions
Based on the information provided, participate in the discussion concerning the issues raised in Inject 1. Identify any additional requirements, critical issues, decisions, or questions that should be addressed at this time. 
The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· [e.g., who should be a contacted first in this scenario]
· [other questions to encourage discussion]


[bookmark: _Toc86250306][image: Security, Internet, Crime, Cyber, Criminal, Cyberspace]Inject 2: [Inject 2 Name]
[Date/Time of Inject]
[Insert Inject 2 here]
Key Issues
· [e.g., the IT Director is on vacation and unreachable]
· [Insert other key issues] 
Questions
Based on the information provided, participate in the discussion concerning the issues raised in Inject 2. Identify any additional requirements, critical issues, decisions, or questions that should be addressed at this time. 
The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· [e.g., who should be a contacted first in this scenario]
· [other questions to encourage discussion]


[bookmark: _Toc86250307][image: Phishing, Fraud, Cyber Security, Hacking, Steal, Crime]Inject 3: [Inject 3 Name]
[Date/Time of Inject]
[Insert Inject 2 here]
Key Issues
· [e.g., the IT Director is on vacation and unreachable]
· [Insert other key issues] 
Questions
Based on the information provided, participate in the discussion concerning the issues raised in Inject 2. Identify any additional requirements, critical issues, decisions, or questions that should be addressed at this time. 
The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
· [e.g., who should be a contacted first in this scenario]
· [other questions to encourage discussion]


[bookmark: _Toc86250308]Participant Feedback Form
Please enter your responses in the form field or checkbox after the appropriate selection.
Participant Name:			Title: 				Agency:
Role (please place a checkmark in one of the boxes below):
	Player 	Observer		Facilitator		Evaluator 
Part I – Recommendations and Action Steps
Based on discussions today and the tasks identified, list the top 3 issues and/or areas that need improvement.
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
Identify the action steps that should be taken to address the issues identified above. For each action step, indicate if it is a high, medium, or low priority.
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
Describe the action steps that should be taken in your area of responsibility. Who should be assigned responsibility for each action item?
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
List the policies, plans, and procedures that should be reviewed, revised, or developed. Indicate the priority level for each.
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
Is there anything you saw in the exercise that the evaluator(s) might not have been able to experience, observe, and/or record?
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________

Part II – Exercise Design and Conduct
	What is your assessment of today’s exercise?
Please rate, on a scale of 1 to 5, the assessment factors listed below, with 1 indicating strong disagreement with the statement and 5 indicating strong agreement.
a. The exercise was well structured. 				1        2        3        4        5

b. The exercise scenario was plausible and realistic. 		1        2        3        4        5

c. The Situation Manual was useful. 				1        2        3        4        5

d. This exercise would be useful for someone 
in my position. 						1        2        3        4        5

e. The participants included the right people at the 
f. right appropriate level. 					1        2        3        4        5

What changes would you make to improve this exercise?
Please provide any recommendations on how this and future exercises could be more useful to you.
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
What additional training or experience would you like to have?
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
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