[Insert Your Logo Here]	NARUC Cybersecurity Tabletop Exercise Guide
Cyber Tabletop Exercise (TTX) Checklist


	Commission Name: 
	Name of Exercise: 

	Exercise Location: 
	Exercise Date: 


B. Template Cyber TTX Checklist	



	Exercise Planning Tasks
	Assigned To
	Suggested Timeline
	Date Completed
	Notes

	Design and Development
	
	
	
	

	1. Preplanning Considerations
	
	
	
	

	Identify funding or support opportunities that could be utilized to conduct a Cyber TTX (Appendix G).
	[Commissioners, PUC Leadership, or Exercise Leadership Team]
	[7-8 months before the exercise]
	
	

	2. Identify Objectives
	
	
	
	

	Identify exercise purpose and draft objectives. Make the objectives specific, measurable, achievable, relevant, and time-bound (SMART).
	[Commissioners, 
PUC Leadership, or Exercise Leadership Team]
	[8 months before the exercise]
	
	

	3. Composition of Teams and Stakeholders
	
	
	
	

	Identify an Exercise Leadership Team to manage all aspects of the exercise.
	[Commissioners or PUC Leadership]
	[8 months before the exercise]
	
	

	Identify key stakeholders based on who PUCs would expect to interact with during a cyber incident.
	[Exercise Leadership Team]
	[7-8 months before exercise]
	
	

	Stand up the Planning Team with individual stakeholders and the Exercise Leadership Team.
	[Exercise Leadership Team and Stakeholder Organizations]
	[6-7 months before exercise]
	
	

	Identify or hire a Facilitation Team.
	[Exercise Leadership Team]
	[5-7 months before exercise]
	
	

	4. Select Scenario Type
	
	
	
	

	Identify scenario type and scope.
	[Exercise Leadership Team]
	[6-7 months before exercise]
	
	

	5. Establish a Meeting Schedule
	
	
	
	

	Draft and send invitations / calendar holds for the IPM, MPM, FPM, and Exercise Date to participants. 
	[Resource/Logistics Lead]
	[4 months before exercise]
	
	



	Initial Planning Meeting (IPM)
Discuss and finalize objectives based on feedback from the Planning Team. The Leadership Team’s Lead Designer will also introduce the general scenario and ask for feedback to ensure that the scenario is realistic and will address problems that may be encountered during an actual cyber emergency.
	[Exercise Leadership Team]
	[3 months before exercise]
	
	

	Midterm Planning Meeting (MPM)
The MPM may involve a more in-depth examination of the exercise scenario. This could involve formulating the exercise injects, reviewing cyber incident response plans, and reviewing a draft version of the Situation Manual (SitMan) developed by the Lead Designer. The SitMan will detail the events that will occur during the exercise.
	[Exercise Leadership Team]
	[2 months before exercise]
	
	

	Final Planning Meeting (FPM)
Ask for feedback from the Planning Team following the MPM on all draft documents being used to develop the scenario. Any changes to the scenario are completed before the FPM so that they can be discussed and agreed upon during the FPM. At this meeting, the Resource/Logistics Lead will confirm any outstanding logistical issues.
	[Exercise Leadership Team]
	[1month before exercise]
	
	

	6. Exercise Design 
	
	
	
	

	Review:
· Existing cybersecurity plans and procedures
· Risk, threat, and hazard assessments specific to the state/region
· Relevant After-Action Report/Improvement Plan (AARs/IPs) from previous exercises or other relevant exercises
	[Exercise Leadership Team and Planning Team]
	[5-6 months before exercise]
	
	

	Develop basic scenario elements and injects (examples in Appendix A).
	[Lead Designer]
	[Before IPM]
	
	

	Create Situation Manual (SitMan) (Appendix C).
	[Lead Designer]
	[Before MPM]
	
	

	Develop Exercise Evaluation Guide (EEG) (Appendix D).
	[Lead Evaluator]
	[After objectives are finalized SitMan is drafted]
	
	

	Develop multimedia exercise presentation (if applicable)
	[Facilitation Team or Lead Designer]
	[Before FPM]
	
	

	Develop Participant Feedback Forms (end of Appendix C).
	[Lead Evaluator]
	[Before FPM]
	
	

	Conduct 
	
	
	
	

	7. Exercise Conduct (and logistics)
	
	
	
	

	Identify and reserve exercise venue
	[Resource/Logistics Lead]
	[5-6 months before exercise]
	
	

	Arrange for participant parking at venue
	[Resource/Logistics Lead]
	[2 months before exercise]
	
	

	Arrange for audio/visual equipment (e.g., microphones, screens, projectors)
	[Resource/Logistics Lead]
	[2 months before exercise]
	
	

	Arrange for exercise supplies (e.g., pens, markers, flipcharts)
	[Resource/Logistics Lead]
	[2 months before exercise]
	
	

	Compile and send Pre-Reading Materials to participants to ensure that all players start with an equal base-level of knowledge.
	[Exercise Leadership Team]
	[3 weeks before exercise]
	
	

	Develop ID badges, name/table tents, and sign-in sheets
	[Resource/Logistics Lead]
	[1 week before exercise]
	
	

	Develop signage ( if necessary)
	[Resource/Logistics Lead]
	[1 week before exercise]
	
	

	Conduct Exercise
	[Facilitation Team]
	[Day of Exercise]
	

	

	Conduct Hot Wash
	[Facilitation Team]
	[Day of Exercise]
	

	

	Determine Follow Up Steps
	[Exercise Director]
	[Day of Exercise]
	

	

	Evaluation
	
	
	
	

	8. Evaluation
	
	
	
	

	Distribute and collect feedback forms from exercise participants.
	[Evaluators]
	[Immediately following exercise]
	
	

	Data Analysis Meeting
Evaluator(s) and the scribe will consolidate data collected during and after the exercise to identify strengths, challenges, and other observations to determine if the exercise objectives were met. These findings will influence the AAR/IP.
	[Lead Evaluator, Evaluators, Scribe]
	[1 week after exercise]
	
	

	Distribute draft AAR/IP to participating organizations’ for initial review
	[Resource/Logistics Lead]
	[1 month after exercise]
	
	

	After Action Meeting
	
	
	
	

	Improvement Planning
	
	
	
	

	9. Improvement Planning
	
	
	
	

	Draft After Action Report /Improvement Plan (AAR/IP)
	[Lead Evaluator]
	[1 month after exercise]
	
	

	Distribute draft AAR/IP to participating organizations’ for initial review
	[Resource/Logistics Lead]
	[1 month after exercise]
	
	

	After Action Meeting
AAM’s are typically used to review the AAR/IP and finalize findings. During the AAM meeting, discussions could take place on exercise results, observations, and identified areas of improvement such as corrective actions. By the end of the meeting, the Exercise Leadership Team may try to reach a consensus among the participants on exercise strengths and draft corrective actions.
	[Exercise Leadership Team]
	[1 month after exercise]
	
	

	Finalize AAR/IP 
	[Exercise Leadership Team]
	[2 weeks after AAM]
	
	

	Recruit Commissioners or PUC leadership to champion the lessons learned, best practices, and successes identified in AAR/IP. 
	[Exercise Leadership Team]
	Ongoing
	
	

	Track AAR/IP implementation and progress.
	[Commissioners, PUC Leadership, or Exercise Leadership Team]
	Ongoing
	
	



