
1 

Robert H. Mayer 
VP Industry and State Affairs 

United States Telecommunications Association 

 
 

Cybersecurity Risk Management Guide for Voluntary 
Use of the NIST Cybersecurity Framework 

 
Joint Meeting Committee on Critical Infrastructure 

and Telecommunications 
 

July 13, 2015 
New York City  

 



2 

National Policy Guidance 

It is the policy of the United States to enhance the security and resilience of the Nation's critical 
infrastructure and to maintain a cyber environment that encourages efficiency, innovation, and economic 
prosperity while promoting safety, security, business confidentiality, privacy, and civil liberties. We can 
achieve these goals through a partnership with the owners and operators of critical infrastructure to 
improve cybersecurity information sharing and collaboratively develop and implement risk-based 
standards.        

     White House 
     Executive Order 13636 
     February 2013 

We cannot hope to keep up if we adopt a prescriptive regulatory approach. We must harness the 
dynamism and innovation of competitive markets to fulfill our policy and develop solutions.  We are 
therefore challenging private sector stakeholders to create a “new regulatory paradigm” of business-driven 
cybersecurity risk management.   

    
                 FCC Chairman Tom Wheeler 
                 American Enterprise Institute 
                 June 12, 2014  
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Executive Order 13636 
February 2013 

NIST Cybersecurity Framework 
1.0 – February 2014 

CSRIC Cybersecurity Best 
Practices - March 2015 

Critical Infrastructure 
Cyber Community C³ 
Voluntary Program 

Enterprise-Level 
Cybersecurity Risk 

Management 

Risk Management Roadmap 
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Project Leadership 

Advisors  

 Donna Dodson, WG4 Senior Technical Advisor,  
NIST, Deputy Chief Cybersecurity Advisor & 
Division Chief for Computer Security Division 

 Lisa Carnahan,  NIST,  Computer Scientist 
 Emily Talaga, WG4 Senior Economic Advisor, 

FCC 
 Tony Sager, Center for Internet  Security 
 

 
 

 

WG4 Leadership Team 

Drafting Team  

 Co-Leads – Stacy Hartman and Paul Diamond, 
CenturyLink, Robert Thornberry,  Alcatel/Lucent 

 

Engineering and Operational 

Review  

 Co-Leads - Tom Soroka, USTelecom and John 
Marinho, CTIA 

 Segment Leads Support  
 

 Co-Chairs:  Robert Mayer, USTelecom and Brian Allen, 
Time Warner Cable 

 
 Segment Leads 

 Broadcast, Kelly Williams, NAB 
 Cable, Matt Tooley, NCTA 
 Wireless, John Marinho, CTIA 
 Wireline, Chris Boyer, AT&T 
 Satellite, Donna Bethea Murphy, Iridium 

 
 Feeder Group Initiatives 

 Requirements and Barriers to 
Implementation, Co-Leads,  Harold Salters 
T-Mobile, Larry Clinton,  Internet Security 
Alliance 

 Mids/Smalls – Co-Leads, Susan Joseph, 
Cable Labs, Jesse Ward, NTCA 

 Top Cyber Threats and Vectors -  Russell 
Eubanks, Cox, Joe Viens, TWCable 

 Ecosystem – Shared Responsibilities, Co-
Leads, Tom Soroka, USTelecom, Brian 
Scarpelli, TIA 

 Measurement, Co-Leads, Chris Boyer, 
AT&T, Chris Rosenraad,  TimeWarnerCable 
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Project Structure 
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Project Structure and Analytics 
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Project Structure and Analytics 
(Continued) 

Requester

Measurement Input 

Form: Problem to be 

Solved – With Defined 

Need for Metric 

Solution Identified 

Standards 

Body or 

Industry 

Group

Standards Body 

Returns Formal 

Position, with 

metric 

definition, to the 

Metrics Board 

of Review 

Standards 

Body or 

Industry 

Group

Assigned to 

Appropriate Industry 

Advisory  Group(s)

ATIS 

CSRIC Working Group

M3AAWG

Etc.

Pilot Program

Case Study

Standards Body 

Provides 

Structure for 

Case Study or 

Pilot Program 

Iterate with 

Board of Review 

Feedback

Iterate with 

Board of Review 

Feedback

Example Definition 

Data Filed with Industry Group under NDA

Anomomized

Technology Agnostic

  Industry Standard for 

Voluntary Metric

(Non-Recurring 

Agreement)

· What Makes a 

Good  Metric?

· Well Established?

· Int’l as Well as 

Domestic 

Application?

· Defined by Outside 

Experts?

· Help Requester 

Where and How to 

get Quality Data.

· Etc.

Voluntary Metric 

Framework 

Document 

(Recurring 

Document)

· Purpose of 

requested Metric?

· Metric 

Application?

· Aggregate data?

· ISP’s already 

Collecting? 

· How reported?

· ISP Comparative  

Data Envisioned?

· Etc.

Measurement of 

Success 

Managed Process 

Metric Option

1)

2)

3)

4)

Cyber Governance 

Group

Standing Review 

Group

(e.g. 

Communications 

Sector 

Coordinating 

Council (CSCC), 

Cyber Committee

Major ISPs)
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Three Macro-Level Assurances 

  
As evidence of the Communication’s Sector’s commitment to enhance cybersecurity risk 
management capabilities across the sector and the broader ecosystem, and to promote 
the use of the NIST CSF, WG4 recommended the following three new voluntary 
mechanisms to provide the appropriate macro-level assurances.   
  
I. FCC initiated confidential company-specific meetings, or similar communication 

formats to convey their risk management practices.  The meetings would be covered 
by protections afforded under the Protected Critical Infrastructure Information (PCII) 
administered by the Department of Homeland Security (DHS) or a “legally sustainable 
equivalent”; 
 

II. A new component of the Communications Sector Annual Report that focuses on 
segment-specific cybersecurity risk management,  highlighting efforts to manage 
cybersecurity risks to the core critical infrastructure; and 
 

III. Active and dedicated participation in DHS’ Critical Infrastructure Cyber Community 
C3 Voluntary Program, to help industry increase cybersecurity risk management 
awareness and use of the Framework.   
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Next Steps 

• Execute voluntary mechanisms designed to give the FCC and the 
public assurance that communications providers are taking the 
necessary steps to manage cybersecurity risk. 

• Participate in framework outreach and education efforts through 
DHS C-Cubed Program and trade association initiatives. 

• CSCC organizing sector Framework Implementation Initiative to 
provide practical guidance and tools on use of the Framework or 
alternative risk management construct and to share best 
practices and lessons learned. 

• Continue dialogue with federal and state government partners 
and regulators to promote risk management initiatives that 
foster collaboration and avoid duplication of efforts. 
 


