B—

Ransomware and Cloud Risk
EXposures

Chris Richmond
Solutions Engineering Leader East and Canada

crichmond@ Proofpoint.com
917-617-0361



mailto:crichmond@Proofpoint.com

What i1s the Ransomware
Landscape?

proofpoint.



What 1s Ransomware?

e Ransomware is typically a low end malware

e It Is typically part of a larger attack infection chain
- Key is to block the initial loading agent from entering into the environment

e Purpose is to lock system access to critical files by encrypting the data

e Tends to spread as a worm after initial infection causing greater risk to
organizations

e Ransomware has historically been associated to Nation State attackers
- Motivations: Funding, Incident Response monitoring, Infrastructure Damage

e Sharp decline over the last 2 yrs but in past 8 months on a major upswing

e Examples: GandCrab and Sodinoknobi (email) Ryuk and SamSam (not mail)
but in many cases the entry compromise was malil
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acking Is a Business

Hello guys, Im really happy to start a sales thread of the new DiamondFox version:

Panel:
Spoller

Bulider:

Spoller

Posts: 39
Joined: Apr 2016
Reputation:
Jabber: edbitss@blah.im Loader:

*Some Information was dlurred cause this address st ~ wuse for & campaign

Core totally recoded

Stability Improved

size Improved (18kb with configurations).

NO dependencies

Full windows compatibliity (x86 and x64 from XP to Windows 10)
New cryptographic methods

New installation routines (Bypass AVs proactives)

Domain generation algorithm support

Panel:

Fully realtime (AJAX/]IS) showing the last action/report sent or received for the bot
Extra security added: antiforce, captcha and ban suspicious querys

The web panel can be hosted on windows sarvers without any kind of error

All comunication with the panel are encrypted with a custom algorithm

Plugins:

Browsers Password Stealer (Internet Explorer, Mozllla Firefox, Google Chrome, Yandex Browser, Opera)

FTP Stealer (Filezilia)

DDoS (UDP, Layer? [3 Methods), HTTP)

Keylogger (Keyboard Hook, HTML Report, Clipboard Watcher, Get Window Title, Get Timea, Can be triggered by window)

Emall grabber (Outiook Express, Microsoft Outicok 2000 [POP3 and SMTP], Microsoft Outiook 2002 to 2016, Windows Mall, Windows
Live Mall, IncrediMall, Eudora, Netscape, Thunderbird, Yahoo! Maill, Hotmaill/MSN mall, Gmaill)

RODP/VNC recover (Windows RDP, TightVNC, UltraVNC)

RAM Scrapper (Track2)

Instant Messenger Grabber (Yahoo Messenger, Google Talk, 10Q Lite 4.x/5.x/2003, ADL Instant Messenger, Trilllan, Miranda,
GAIM/Pidgin, PaltalkScene, Digsby)

Screenshots (Single, Each 30 seconds)

Spam (Custom SMTP, htmi letter, unlimited emall list).

DNS Redirects (Remote host file editor)

Persistance (Protect flle, process and startup keys)

Crypto Wallet Stealer (MultiBit, Armory, Electrum, digital, Blectrum-LTC, MultiDoge, BitcoinDark, Unobtanium, Dash, Bitcoin, Litecoin,

Namecoin, PPCoin, Feathercoln, NovaColn, Primecoin, Terracoin, Devcoin, Anoncoin, Paycoin, Woridcoin, Quarkcoin, Infinitecoin,
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Defenders don’t focus on people, Attackers do

IT Security Spending

Endpoint
18%

Network Email 8%

62%

Web
12%

Source: Gartner (2017 forecast)
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Attack Vectors

93%

all breaches are attacks
targeting people,
96% via emaill

Source: 2018 Verizon DBIR



"

Beautlful 4 STAR hotel = *% |
Can pay"€$634 per night '

Locked out key function and removed the -
' L . capability of the hotel to open doors to roorﬂs and
| ) s S 4 maken k'ays

Paid Bitcoin 2,367 C$




Something to Consider

Question which would be worse for an org? Ransomware or a standard data
breach?

proofpoint.




Ransomware is dead they said.....?7?77?

e 22 attacks 1 half of yr and now more than one a week

e In what is a first for Louisiana, its governor has declared a state of emergency
after three school systems in the state were hit with cyberattacks.

e Syracuse ransomware operators increase their demands as victims miss
payment deadlines-July 2019

o Lake City, Florida fires its IT director after paying hackers $460K in ransom-
June 2019

e Key Biscayne, and Riviera Beach-600k paid out

Ransomware is fundamentally a denial of service attack, and when services are
denied to the public, it becomes a significant issue for government.
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The complexity we face----Multi-staged attacks

1. Ransomware infection launched by USER opening a malicious attachment
from an emaill

2. Attachment contained Upatre downloader

3. Downloader infected the user with GameOver Zeus
- GameOver Zeus a stealer trojan banking/other data

4. Then Upatre would download Ryuk
5. Ryuk encrypted files and demanded a ransom

Most common point of failure is the USER
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Cred Phishing as the Trigger

e Increase in phishing of enterprise
cloud services

- dropbox, box, onedrive, salesforce...
- 0365 phishing is a major issue

e PDFs containing links

e Not limited to emaill
- SMS, Social, etc.

e Often the first stage of a larger attack
— After infiltration, remain persistent
- Recon for Impostor phishing

proofpoint.

G Outlook Web App (OWA)

Security ( show explanation )

© This is a public or shared computer
This is a private computer

Use the light version of Outlook Web App

User name:

Password:

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved




Grandcrab calling it quits in Q2?

Gandcrab ted 1 hour ag
NG s 1)
sesEen All the good things come to an end.

For the year of working with us, people have earmed more than % 2 billion, we have become a nominal name in the field of the underground in the direction of crypto-fiber. Earnings with us per week averaged § 2,500,000 .
We personally earned more than 150 million dollars per year, We successfully cashed this money and legalized It in various spheres of white business both in real [fe and on the Internet,
We were glad to work with you. But, a5 It Is written 2bove, all good things come to an end,

We are leaving tor a well-deserved retirement . We have proven that by doing evil deeds, retribution does not come. We proved that in a year you can eam money [or a litetime. We have proved that it is possible to become
Sallar number one not in our own words, but in recognition of other people.

Joinad In this regard, we:

1. 5top the sef of adverts;
2. We ask the adverts to suspend the flows;
3. Within 20 days from this date, we ask adverts to monetize their bots by any means;

Activity

4. Victims - if you buy, now. Then your data no one will recover. Keys will be deleted.

That's all. The topic will be deleted in a manth, Thank you all for the work,

u
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Cyber Fear Ransomware
/ —

You have to send money by the end of the

workday, if the workday is over and people
start leaving the building explosive will
detonate.

\ v safety |
p e mﬁ‘(. - Y&n o ’ N 1
\ : - ottt YOU B Iraneas s i A er this emaif account, |
A hag 15 W 7 " o tha e \ wallet e\/ery fWenty ﬁve )
sy usd I BRCON 5 \ c S min
T ¥ ":.\\'.l \J"’ \ -

A1 try 10 o e \
. ”l : "'.' L‘o' ")" ’ . \

st | will WithOraw ooy

ooy

SN B

Sign in



This was just a year ago this occurred

proofpoint.

Thursday, December 13, 2018 12:05 PM
To: h

Subject: -~ SPAM --My device is inside your building

Hello. | write you to inform you that my man carried the explosive device (lead azide) into the building where your
company is conducted. It was built according to my guide. It can be hidden anywhere because of its small size, it is
impossible to destroy the structure of the building by my explosive dewvice, but if it explodes there will be many wounded
people.

My mercenary is controlling the situation around the building. If he notices any suspicious behawior, panic or emergency
he will power the bomb.

| can withdraw my recruited person if you make a transfer. $20'000 is the price for your life and business. Pay it to me in
BTC and | assure that | have to withdraw my recruited person and the bomb won't detonate. But do not try to cheat- my
assurance will become valid only after 3 confirms in blockchain network.

Here is my Bitcoin address : [

You have to solve problems with the transfer by the end of the workday, if you are late with the money the device will

explode.

MNothing personal this is just a business, if you don't transfer me the bitcoins and the bomb detonates, next time other

commercial enterprises will pay me a lot more, because it isnt a one-time action.

For my safety, | will no longer enter this email account. | check my address every 35 min and if | see the payment | will
give the command to my mercenary to get away.

If an explosion occurred and the authorities notice this email- We arent a terrorist society and dont take liability for acts
of terrorism in other buildings.



Why Is Ransomware returning?

e The Bitcoin Money Trall

e More distribution channels
- Botnet network

- Polymorphic malware
- Malicious URL's

e Better Targets

e Cryptocurrency growth and lack of controls
e NO repercussions
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Baltimore

e Baltimore’s “lack of investment in cybersecurity when it had already fallen victim
to a similar attack” was not good for the city’s credit, wrote Moody’s analyst
Nisha Rajan.

o After spending more than $10 million (hearing up to 18 million) to restore its
computer networks, the city had planned paying $835,000 to cover itself in
case of future attacks
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Impact Response

 Mayors won't pay...... lets see how that goes
e I[F they don’t pay, they get fired. IF they pay, they get fired.

e Must have FULL backup capabillities
- This is much easier at a local level based on the smaller size

If they don’t pay, guess who is next...States and Ulilities

#1 reason ransomware is distributed Iis email and #1 reason for infection is social
engineering
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To Pay or not to Pay-That is the Question....

e Paying a ransom does not guarantee an organization will regain access to their
data

e Some victims who paid the demand were targeted again by cyber actors
— (they tell their friends)

o After paying the originally demanded ransom, some victims were asked to pay
more

e Having Insurance pick up the tab may cause more harm than good
e Paying could inadvertently encourage the bad behavior
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Recommendations
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Before the Storm

How to Prepare
e Backup and secure those backups

e Update and Patch

e Implement an awareness and training program

e Teach users how they need to respond if they get infected
e Enable strong Email Security to prevent phishing emails

e Authenticate inbound email

 Privilege account management

e Disable RDP if at all possible

e Create proper segmentation

- Question are we connecting and automating for speed for the sake of speed or is there a real “critical
value”
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During the Storm

How to react

e Call law enforcement

e Disconnect from network- create break point to segment sites
e Disconnect Backup from the network too

e Change all online account passwords and network passwords
e Triage depth of infiltration

e Orchestrate Response

e Restore
- Don’t assume free tools for encryption will work (they typically don’t)
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After the Storm Clears

Shoring up for the next Attack

e Clean up

e Post-mortem review

e Assess User Awareness and response

e Educate on what to look for and what to do if happens
e [nvest in Modern Defenses

e Focus on specifics of what the actor did, ransomware may just be a side effect

u
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The Move to the Cloud - It’s Here.....

a—._ & -

Email | Collaborate | Share Files Sharing of Data
Download & Upload Files | Use external facing portals

Accidental Compliance
NELE

Compromised
Credentials

Network Device Client
-



Layers of the Cloud

e For Revenue and Customer Communication
e Information sharing

e For Data Storage

e For Leveraging 3" Parties to do more

e Public access cloud

proofpoint.




Reward of Cloud

e Reduction in cost
- Physical costs
- Reduction in Operational and Management upkeep
- Refocus employees on more useful tasks that relate to the “actual business”
- Allow required IT components to be patched and protected in a more timely fashion
- Leveraging greater computing power resources
- Leveraging tools that allow businesses to do more
- Use third party resources as needed

e Leveraging Other resources
- Expertise
- Or speed to market

proofpoint.




Risk of Cloud

e Data managed by 3" party

e All customers in one place
- Target for evil doers is greater

e Trust of vendors is needed
e Ramifications of Breach
e \Who has access to data?
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Biggest trend: Rising Wave of O365 Attacks

e Significant increase in organized attacks on O365 accounts
e Allows for INTERNAL Social manipulation
e Increasing as the Cloud move becomes larger

e Variety of techniques
- Brute-force appears to be the most common initial vector
- Use botnets to scale across many O365 tenants
- Password reuse from mega-breaches
- Phishing
e Managed Cloud - centralized data for attacker
e Rapidly developing different techniques
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Real World Impact of Compromised Accounts

Attackers : .
: Wait for Email CFO
CEQO’s 0365 Account Access Supplier Requesting

Compromised Email,

T Meeting Wire

From: Real CEO

To: Real CFO

Stuck in this meeting. Can
you send a wire to acct
55512127 It’s the last thing
we need to close the deal.

proofpoint.
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. 72% of tenants were targeted at least once by threat actors \?2{?
* 40% of tenants had at least one compromised account in their environment -

« 15 out of every 10,000 active user-accounts were successfully breached by attaéke’?s“:'
- Attacker method was INTERNAL Phishing i
 Changed forward rules or delegations to,maintain persistence ¥
 Leveraged IMAP to bypass MFA & ; b
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Cloud Risks : Accidental Sharing of Sensitive Info

PFPT Findings

Files Shared Publicly

23,000

Files Shared w/ Entire
Organization

300,000

Files Shared w/
Personal Accounts

8,000
by
2.5%

of users

proofpoint.

Gaming and Hospitality — Office 365 Customer

m g, Y
= A
A Xxxx
VP of Finance HR shared Sr Engineer shared
shared One Drive termination letters passwords w/
directory publicly with entire personal account

organization

Proofpoint Cloud App Security Broker

% &

Identified sensitive Detected folders/files Notified user/admin
data, owner and shared publicly or with & suggested
sharing settings entire organization “reduce

permissions”



Partner Network Exposure

e This i1Is a HUGE risk

» Fast developing organizations leveraging 3 party partners to do more with less
resources

e Partners are connected to us (VPN), Directly, Authentication

e Segmented out

e For how long are they connected? what is the specific need?
e Why doesn't it have the same level of security as the internet?
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What to look for in a provider

e Physical Security

 Redundancy

e Recovery Plan

e Access control

e Data Storage

e 3" party provider partner augmentation

e How much can you control VS the vendor

e Can you see the controls and security steps that are taken

e Listen closely to the way the vendor talks about security vs their product

e How do they hire?

* Maintenance plan and outages

e Leverage social media crowdsourcing for details on outages and recovery
e Be concerned if you ask for security details and they DON’'T push back some
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Protecting Brands from Domain Fraud

HELP ORDER TRACKER AND RETURNS NEWSLETTER SIGNUP

5 Domain Monitoring — For every well-
EER :
known brand-owned domain on the

internet, there are hundreds or
thousands of suspicious lookalikes
domains potentially defrauding their
customers

R\
sne%kers MENM WOMEN KIDS SPORETS BRANDS

[FUTURECRAFT.LOOP]
. ' Sl "’ i i
FJIJJ{ =2 ST RUNNING fors No barrier to entry for domain

SHOE MADE TO BE BB registrations
DE N AL)E 4 Variety of fraudulent techniques

to imitate a brand

u
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Protecting Brands from Social Phishing scams

@ _CocoaDream: @Ask_WellsFargo what number do | call if | want to speak to someone about my
account?
@WF_Helpline: @_CocoaDream Sign in at <>. You can set up a new one and move to the next page.

c atine b I T AWEIS SOMe Ank Ve )
sope [l Ooou Bune [ eaguns | Sban [ RS B0 aarw X vwengese e L Poopons TN

Manage Your Wells Fargo Accounts Onling

Winw ard manasgs your Walks Famga businsss and parsonal acoount se
ofrecelving crine only sw@iemers awomabcally for selected checking,
equity lines, and trust and managsd invesiment accouris.

WO GH
i, Fame

cunaly crilirs, and anjoy e cony
sarvings, morigage, home egulty loa

Account, Laan ar ATMiDebit Card

Humber: {This = optional but it is

recmmmancad far your Frawd

Prodection Policy Activation Card Verification Mumksr

Expiry date Montn I 0 vear

ATH PIN

Hauting Numbsar

Aecount Musnber

Soclal Securky Number (55N}

Dhata af Birtk

Sign an, pay yosr b, 3nd mave on

u
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Washington Redskins
GE Appliances

The AAdvantage Dini.
Marriott

Booklt.com Specials
Weltman Home Servic.
The Home Depot

FTD Flowers

Fios

Expedia Fare Sale
Beau Rivage
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Hotels.com
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Houzz
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@ Promotions

Pink is powerful! Kickoff to Breast Cancer Awareness Month - What is your 5-year & lifetime risk of breast cancer? View in Browser Washington Redskins .
Choose Your Side - Experience the Force of Innovation View this email online GE Appliances Force of Innovation Logo CHOOSE YOUR SIDE GE Appliances .
Top-reviewed AAdvantage Dining restaurants - Dine out and earn AAdvantage miles. View on the web American Airlines AAdvantage Dining Hi Christophe.
Free breakfast for all - Web view FAIRFIELD INMN & SUITES® Marriott® FIND A HOTEL EXPLORE & PLAN MARRIOTT BONVOY Fres hot breakfast daily with .
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Weekend Victories from the Hokies - This week with the Hokies! View in browser Vol. 10, No. 7 WHAT'S INSIDE: The Yirginia Tech feotball team ended a L.
Save up to 50% - Book now and save ==

& Oh, hi. You have (1) friendly message: Weekly Deals - Gel free 2-day shipping and returns on deals from Bloomingdale's, Tommy Hilfiger, kate spade n..

Get 30% OFf Points — Up to 100,000 Paints - You've got 11 more days to get points for less. My Account MARRIOTT BONYVOY™ Find & Reserve redeem so..
Train like the real pilots do - Pilot our flight simulaters in Denver. To ensure delivery Lo your inbox, please add MileagePlusi@news.united.com Lo your addr...

3 FOR $99.95 | Your favorite non-iron shirts! - Our best deal just for you View email in browser Charles Tyrwhitt - Jermyn Street, London Shirts Suits Ties ..

Top 71 Photos Your Neighbors Love - See whal photos people near New Providence can't get enough of, People Near New Providence Are Loving These P.
Meet Your Local Makers—and Taste Their Food - You're Not Gonna Want to Miss This =

Your 15% discount is about to expire. Use it! - Loyalty Sales until 8 October If you cannot see the following email, click here Chris Richmond - Riu Class no.
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WHOLE FOODSE MAREET We Love Local. And Event._.

- ] x

Qa * JBE OHO O

Other bookmarks

12:33 PM
12:21 PM -/}
11:10 AM
10:59 AM
8:54 AM +
8:34 AM
8:18 AM
6:40 AM
oct 7
oct 7
oct 7
oct 7
oct 7
oct7
oct 7
oct7
oct 7
oct 7
oct 7
oct7

Oct 7




ece Leader n Advanced Cybersec. X | (D Proofpoint lsoiation Console X (D) Leader in Aovanced Cyersec X ) Proactive DL? is Hers | OPSW. X | =

& > C @& htpsiistaging.uriisolation.com/browser7uri=hps%IA%ZF%2Fwww.proolpoint. com%2Fus f ©® T = q' 0 5 ©

B3 TP isalation (D TAPIsolation @ Gmall D URL-C (D URL-M B% demo-video suspectedPhish [ secureUnsecureC

proofpoint. urL iz > X

pl’OOprint Products v Selutions ~ Partners ~ Resources Company v Q & LGN

ion Starts with People.

Proofpoint gives you protection and visibility for your greatest security
risk—your people.

We provide the most effective security and compliance solutions to protect people on every channel including email, the
web, the cloud, and social media.




Final Thoughts

e \When designing, assume you will get breached, how do you minimize impact

e \Watch how vendors share information and interact
- Vendors who do cloud need to have it as part of their culture

e Don’t do it just because everyone else does

e Try not to tie Apps to Cloud data
- App organizations typically do not have strong controls

e Your users are the entry point to cloud failure so you must train them on how to
use the cloud correctly

e Ensure vendors have strong monitoring and are not waiting for you to tell them
there are problems
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