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Who Is American Water
We are the largest publicly traded water and wastewater utility

In the United States

AMERICAN WATER OPERATIONS

« Broad national footprint
and strong local presence

* Services to an estimated
15 million people in more
than 1,500 communities in
more than 45 states and
parts of Canada - | |

*  Approx. 6,600 dedicated
and active employees

aroling

exico

B Repulated
B rvarerBasea
. I Boih

Louisiana

« Treats and delivers more
than one billion gallons of
water daily * e #

' %’ AMERICAN WATER

Hawalii Ontarlo, Canada



Regulated Water Utility Must Balance ...

Safe, Reliable

Water Service Just, Reasonable

Rates

&
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Is the protective measure cost effective?

* Questions to ask?
= Does it benefit the customer?
= Prioritized based on risk?
= Balanced against business needs and cost of service?

= Consistent with industry and company standards?

= Are the results measurable?



https://www.google.com/url?q=http://en.hdyo.org/you/questions&sa=U&ei=CbV8U-qtGoSPyASjg4CgCg&ved=0CC4Q9QEwAA&usg=AFQjCNHl7MPPl1zHLkxjcZdFfjaNI1qh7w
https://www.google.com/url?q=http://en.hdyo.org/you/questions&sa=U&ei=CbV8U-qtGoSPyASjg4CgCg&ved=0CC4Q9QEwAA&usg=AFQjCNHl7MPPl1zHLkxjcZdFfjaNI1qh7w

* AMERICAN WATER

Water And Wastewater Utilities At High
Risk Of Cyberattack

By Sara Jerome

@sarmje Defending SCADA systems against the
growing cyber threat

Cyberattacks pose a greater threat to water
and wastewater utilities than most other
industrial sectors.

A Kathleen Wolf Davis | Jun 01, 2015 DShare/Saves"EB c .| E
Federal cybersecurity overseers at the
Homeland Security Department say they
received 159 reports last vear involving
"vulnerabilities in control systems
components. The majority of vulnerabilities
that were coordinated involved systems most
commonly used in the Energy Sector, followed
by Critical Manufacturing and Water and
Wastewater."

By Dave Chronister

Cyber threats against the electric gnd are
escalating dramatically.

Of all the 245 cyber threat incidents reported by asset owners an
sector.

According to a new report by Dell Secunity, cyber
attacks on supervisory control and data

Wastewater and water utilities are drawing an increasing amoun| acquisition (SCADA) systems doubled last year—

number of onsite cybersecurity assessments conducted by ICS-( and they've increased 600% since 2012. As
Department, is on the rise. It conducted 25 in 2011, 72in 2013,4 alarming as those statistics are, another key finding is even more troubling—physically

cybersecurity assessments within the wastewater and water sectd  jic \tive attacks are becoming increasingly common. In fact, 25% of all cyber
E——— incidents last year were a specific type of attack that can flood SCADA systems and
shut down mechanical devices, potentially disrupting physical operations. These
attacks are expected to worsen over the next few months and years--and the US is




* AMERICAN WATER

Advanced attackers follow a five-stage attack chain

—
. / -@s Reconnaissance, spear phishing,
1 Break-in C .‘ - and remote exploits to gain access
-
g —
| Command Malware and backdoors
Latch-on C S installed to establish a foothold
-

Lateral movement to increase
access and maintain a presence

(L L]
H % Acquisition and aggregation
ﬁ ® _ : of confidential data

P — ge %
' 4 = Data exfiltration to
Exfiltrate ( Command g e e e e v

Gather

and Control external networks

|

© 2013 IBM Corporation



Phishing I-I-I-I

=
@< The most Average The most
believable phishing obviously
phishing pages scammy
pages phishing
pages

Trick users

14%

of the time

Trick users

3%

of the time

10



* AMERICAN WATER

NIST = Cyber Security Framework

1 Detect

|dentify Protect

Respond Recover

1/

Defense In Depth Approach

~ 1. Physical Perimeter
(Fencing, Access Control, Intrusion Detection)
- 2. Virtual Perimeter
(Remote Access, VPN, 3" Party Access, Content Filtering,
Intrusion Detection)
L 3. Network Architecture
(Firewalls, Routers, Switches, Zones/Conduits)
- 4. Business Systems
(Application, Operating System, Encryption, Data Loss
Prevention, Anti-Wirus)
L 5. Process Information
(fccess, Historians, Intrusion Detection, Anti-Virus)
- 6. Process Control Systems
k {OPC, HMI's, PLC's, Pracess Cantral Equipment] /
PEOPLE /— PROCEDURAL CONTROLS _\\'
Across all Six Layers spans procedural controls.
PROCESS ) . i
- Governance, Security Policies, Practices, Procedures and System
Ownership
TECHNOLOGY - Asset Inventory, System Documentation, Change Management,
Test/Development Environment

(/_ TECHNICAL CONTROLS )

- Rigk Management, Patch Management, Lifecycle Planning,
Assessments

- Incident Management, Backup/Recovery, Manual Operations

@ms, Business Continuity J




* AMERICAN WATER

Threats / Protections
Examples

Emails Websites Malware

+y 3 3 3 3

. Email Web Antivirus on Firewall & Endpoint
Protections Filtering Filtering PC’s Intrusion Detection Encryption

Malicious Malicious Virus / Hacking Attempts Data Loss
Threats [ J . }[ }

SCADA Separated Scan USB No Internet Secure Remote
. with Firewalls Drives Access Access
Protections

12



Resources *'AMERICAN WATER

Six Questions for Leadership to Ask (ISACA)

1. Does the organization use a security framework?
2. What are the organization's top five cybersecurity risks?

3. How are employees made aware of their cybersecurity
role?

4. Are external and internal threats considered when planning
a cybersecurity program?

5. How is cybersecurity oversight managed in the
organization?

6. If a breach occurs, is there a strong response protocol

http://www.theiia.org/bookstore/product/cyber-security-what-the-board-of-directors-needs-to-ask-download-pdf-1852.cfm

13


http://www.theiia.org/bookstore/product/cyber-security-what-the-board-of-directors-needs-to-ask-download-pdf-1852.cfm
http://www.theiia.org/bookstore/product/cyber-security-what-the-board-of-directors-needs-to-ask-download-pdf-1852.cfm

Resources *'AMERICAN WATER

Standards and Guidelines

 American Water Works Association
= Security Practices for Operation and Management (G-430)
= Risk and Resilience Management of Water and Wastewater Systems
(J-100)
= Emergency Preparedness Practices (G-440)
« ASIS
= Security Management Standard: Physical Asset Protection (2012)
= ASIS/BSI Business Continuity Management Standard (2010)
*  Cyber
= ISA99 — Industrial Control System Security
= SANS - 20 Critical Security Controls
= NIST Cybersecurity Framework

= AWWA - Process Control System Security Guidance for the Water
Sector

14



wEPA

Emergency Response Tools
and Resources

2016 NARUC Winter Meetings
February 16, 2016

Kevin Tingley, P.E.
USEPA OGWDW, Water Security Division

PAGE | 15



Outline

All Hazards Boot Camp Training
Response On-The-Go
Climate-Ready Water Utilities
Relationships Between Sectors
Flood and Drought Resilience
Hazard Mitigation

Public Awareness Kit

N o O bk owwbdE

http://www.epa.gov/waterresilience

PAGE | 16
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All-Hazards Boot Camp Training

Education is Key

 Designed for water and
wastewater employees who
are responsible for
preparedness, response
and recovery activities

* Explains why and how to
Implement a comprehensive
all-hazards program

* Provides resources that are
available to assist Iin the
Process




All-Hazards Boot Camp Tralnlng
Get CEUSs!

* Approved by most states for 2
training hours or 0.2 credits

» Users receives a Certificate of
Completion

DW & WW DW WW

AK, AL, AR, AZ, DE, FL, | HI, IL, CT,

IA, KY, LA, MD, ME, MT, | IN, MN, | NH, MI
MO, MS, NC, NE, NJ, Rl UT
NM, *ND, *OH, SD, TN,
VT, WV, WI, WY

*ND - 1.0 CEC **OH — 1.5 hours




Water Utility Response
On-The-Go!

[}
\" EPA US Environmental Protection Agency
WATER UTILITY RESPONSE
ON+THE+GT

I Rl XA Sk S S S

TRACK SEVERE WEATHER

Use Today’s
Technology for
Tomorrow's
Response!

RESPOND TO INCIDENTS

INFORM INCIDENT COMMAND

)
=m

» o 5

b3 I'=}
8 = 2
Il m =
o v S

EPA Home = Privacy = Contact

0200069

-

epa.gov/responseotg

F 19




Water Utility Response On-The-Go!

Goal: Create a one-stop-shop for the most
important information needed for utility
| SEPA.......concimmm, = personnel responding to a water-related incident

‘ WATER UTILITY RESPONSE
|t i [ e What can it help me do?

S

TRACK SEVERE WEATHER

1. Increase situational awareness and
coordination

» Severe weather forecasting tools

« Emergency contacts for regional, State
and Federal partners

* Incident Command features

RESPOND TO INCIDENTS

INFORM INCIDENT COMMAND

ACCESS ADDITIONAL PLANNING INFO 2 ] Take an d traC k key res p onse aCtl ons

_ * Incident action checklists for a variety of
natural hazards

EPAHome + Privacy = Contact

O 3. Assess damage from the field
* Quick and easy generic forms




Type into your browser:

epa.gov/responseotg

* Explore the tool
* Share it with colleagues

Add it to your
home screen!
Bookmark it!

AirDrop. Share with people ne
see them, have them turn on /
Center on iOS, or go to AirDro
Mac.




Adaptation Strategies Guide

* Guide for utilities to consider ——
climate change in utility planning | ¥EPAS"""" cumare seaoy
- Easy-to-understand climate Adaptation Strategies Guide

for Water Utilities

science, translating data into
Impacts for utilities

- Adaptation strategies related to
Impacts

* Recent updates
— Sustainability Briefs

— Updated climate data (2014
National Climate Assessment)

— Expanded climate region briefs

— Updated utility case studies
IS



Climate Resilience Evaluation & Awareness
Tool (CREAT)

* Web-based tool for

conducting risk assessment o
of potential climate change e
Impacts at your utility 9 & p © @

SCENARIO CONSEQUENCES &
DEVELOPMENT ~ ASSET:

« Multiple climate scenarios
provided to help capture
uncertainty

* Assessments will help inform
adaptation planning

* Results from CREAT help
utilities compare monetized
risk and adaptation costs




Storm Surge Inundation and Hurricane
Strike Frequency Map Overview

) AcceSS Cu rrent WO rSt_ + | Storm Surge Inundation Map

“jaO=2ss /@< a

case coastal storm
surge scenarios and
hurricane strike
frequency information

> < > EX

Kansas
MISSOUR]

M Intand County Without Strikes
States
Vi

M Category 5 SLOSH

 Layers include FEMA
flood zones and
Inundation from Sea,
Lake, and Overland
Surge from Hurricanes
(SLOSH) model results

allas

M Category 4 SLOSH
Calegory 3 SLOSH

M Category 2SLOSH

<

W v v v v v v v v v v

. Caleogor 1 S OSH

—— e

Climate-Ready Water Utilities Website: www.epa.gov/crwu

PAGE | 24




Power Resilience Guide for Drinking Water
and Wastewater Utilities

Purpose:

* Provide
strategies to
Increase
resilience to
power loss

* Promote
coordination
between water
and electric
utilities

PAGE | 25



Increasing Power Resiliency

« Communication
— Get utility on prioritization
list for power restoration

* Power Assessments

e Generators
— Buy, rent, or borrow?
— Placement
— Maintenance

* Fuel




Emergency Services

|dentified ongoing issues between water utilities and members of the
emergence services sector

— Law Enforcement
— Fire and Emergency Services
— Emergency Management

— Emergency Medical Services
— Public Works

Lauren Wisniewski

202-564-2918



mailto:Wisniewski.lauren@epa.gov

Healthcare and Public Health

« Workshops will focus on identifying ways to improve relationships
between water utilities and healthcare and public health sectors.

« Work with members from both the healthcare and public health sectors,
regions, states and water utilities to identify best practices and lessons
learned.

* Planned Workshops (FY16)
— Wallingford, Connecticut- June 8, 2016
— Atlanta, Georgia-TBD
— St. Louis, MO-TBD
— 4™ |ocation- TBD

Chrissy Dangel

513-569-7821


mailto:Dangel.Chrissy@epa.gov

Flood Resilience Guide

FLOOD RESILIENCE

A Basic Guide for Water and Wastewater Ultilities

Select a menu option below.
First time users should start with the Overview.

Es! | ‘E P

FLOOD HAZARD WITIGATION PROGRAM  E

“Protoeting Lives. Property & the Evironment”

< ST
o \.s Al \| '|£ G

» Contains interactive worksheets, instructional videos, flood maps
* Designed for small and mid-sized utilities
 Lists practical mitigation measures by specific asset

www.epa.gov/waterutilityresponse/build-flood-resilience-your-water-utility

PAGE | 29



Drought Response and Recovery

Project Approach

» Captured lessons learned from six
diverse case studies (varying
location, system type, etc.) which
helped to drive Guide content

» Worked with Water Sector Focus
Group throughout Guide development

' .,
v O (
Seattle " Mis
o L
z g
> Lak 7‘ /
i E thehhs 0ro
z Chicago :)D?"“?'t 20 oostan
i n < I R N
5 W ANew York
50, TED S RATES & e
San 3 AN 1T [I‘ Teax Lk S i A A Philadelphia
Francisco, . oY b rRansas O\’\ Washington
o o
Los & & ok
Angeles o
X Atlanta
Dallas va
. Houston
.')'
Mia
o
EAHAMAS

Case Studies Visits:

ok wWNE

*Tuolumne Utilities District, CA
*Spicewood Beach Water System, TX
City of Las Vegas, NM

City of Hogansville, GA

Cities of Hays and Russell, KS

City of Clinton, OK

*Pilot utility: included in-depth assessment
S



Guide Home Page

DROUGHT RESPONSE
AND RECOVERY

A Basic Resilience Guide for Water Utilities

) éﬂ

1 P

1 | N

l ‘ 1<

I Staffing, Response Plans Water Supply and Demand (ommunication and

\ and Funding Management Partnerships

S e e e o mm e e e mm Em e Em E o mm e =

<
A\ Y 4

PAGE | 31




Case Studies Map and Videos

Geoplatform — Tuolumne Utilities District, CA

Drought Response and Recovery Project: Case Studies Map

Overview Thematic Videos

Tuolumne Utilities District, California

+
Click on the dot for more information about the utility. @

GLEN NUNNELLEY | Associate Engineer
Tuolumne Utilities District

N - 2

« Utility overview: 14,150 connections
(44,000 population); primarily surface
water; peak drought period: Week of April
8,2014

« Drought impacts: Reservoir inflows and
instream flows reached an
unprecedented low volume of water;
officials predicted that water supplies
could be depleted within 120 days at
typical water consumption levels

« Drought response actions: Intermal
system adjustments; regular
communication with the public using
clear and consistent messaging;
coordination with community partners
and State agencies

nv e = esr

Hogansville, GA Cities of Hays and Russell, KS Clinton, OK

A LEGEND

= * Tuolumne Utilities
District, California
Seattle, 9 o) (Drought week of April 8,
T MONTANA NORTH 2014)

2
X (<
v Abnormally Dry
2 Moderate Drought
IDAHO Severe Drought

I Extreme Drought
- - WYOMING

- > . Exceptional
< Drought
Salt
Lake

City- ' »

Denver -

COLORAD | KANS

F rancis

PLATE

ARKANS

LOUISI
fouston

Hermesilk "r
Chihuabua

~\Hd

PAGI



Drought Response and Recovery Guide
Release and Outreach

Next Ste pPS DROUGHT RESPONSE

AND RECOVERY

A Basic Resilience Guide for Water Utilit

* Avalilable end of Febh. 2016

« Early December 2015 — Two

Workshops SEPA
o In Fresno, CA area as part of the

National Drought Resilience
Partnership (NDRP)

 FY16 — Planning additional

outreach, trainings/workshops

o Drought-Water Loss Workshops
In Spring 2016




HAZARD MITIGATION
FOR NATURAL DISASTERS

A Starter Guide for Water and Wastewater Utilities

Select a menu option below. New users should start with Overview Hazard Mitigation.

g\\_

. Implement AVE ]

Overview Join Local Mitigation Develop Mitigation Implement and Mitigation Case Study
Hazard Mitigation Efforts Projects Fund Project

SEPA
- e



Overview Develop Mitigation Projects for Various Natural Disasters
Hazard Mitigation

Join Local To help you develop mitigation projects, the following provides specific mitigation resources and examples for each
Mitigation Efforts natural disaster.

Develop

Mitigation Projects
Page 2 of 8

Implement - _——— :
and Fund Project Earthquake Drought

Mitigation
Case Study

. o

Wildfire Tornado Power Outage

ﬁ <« Previous Next »



Overview Earthquake Mitigation Resources

Hazard Mitigation
Resource Description

Join Local

T Recent Earthquakes: Implications for Potential impacts of earthquakes on water utilities and effectiveness of
Mitigation Efforts U.S. Water Utilities seismic upgrades of tanks, buildings, equipment, and pipes. (Water Research
Foundation)
Develop Oregon Earthguake Resiliency Plan Mitigation measures for the anticipated Cascadia Earthquake. Chapter 8
Mitigation Projects add!'esses Wate.r a.nd Wastewater Systems. (Oregon Seismic Safety Policy
Page 4 of 8 Advisory Commission)

Seismic Guidelines for Water Pipelines | Overview of how to design and install pipelines to mitigate damage from
Implement earthquakes. (FEMA and the National Institute of Building Sciences)
and Fund Project

Earthquake Hazard Mitigation for An overview of strategies for mitigation and response planning for utilities.
Utility Lifeline Systems (FEMA)

Incident Action Checklist -Earthquake | Checklist of activities that water and wastewater utilities can take to: prepare
for, respond to and recover from earthquakes. (EPA)

Mitigation
Case Study

Earthquake Mitigation Examples

¢ Seismic retrofit of pipes with flexible joints
¢ Reinforce settling tanks

¢ Harden or replace transmission lines with
earthquake resilient designs

¢ Secure aboveground pipes

¢ |nstall earthquake shutoff valves

Secured pipes Reinforced basin

} Return to Natural Disasters Menu

Tornados r Power Outage IA ﬁ « Previous Next »



Water Utility Public Awareness Kit

WATER: NECESSARY — YET UNDERVALUED

National average — household monthly utility costs

WATE t’ﬂ‘f'gémglomw : 7% 4%
. Water

Phone, Internet & Cable

4%
Wastewater/
Stormwater
6%
Garbage

19%
Electricity

and thare are ether thraats to our weter system OUR WATER SYSTEM IS AT RISK
Trillions of gallons of water are transported through water main breaks
. i Y Y e millions of miles of pipeline: But our water systems occur gvesy seal
A approx. 658 per day

are old and need to be upgraded ...

... and there are other threats to our water system:

CLEAN, SAFE WATER IS ESSENTIAL

<& BE AWARE 150 eprepARED <=l SHOW YOU CARE

major hurricanes occur percent of hazardous waste percent of U.S. farmland
R om per decade, with the leakages and spills have recently suffered moderate
damage causing water contaminated nearby to extreme drought,
shortages and contamination groundwater jeopardizing our food supply

o

weter wpa oV

PAGE | 37




ools To Improve Communications

Poster

WATER Wi 0 vour 2z

Mail Inserts

Foldable Brochures
Video PSA

Web Graphic PSA

Print Graphic PSA

Radio PSA (coming soon)

N o Ok WD E

CLEAN, SAFE WATER IS ESSENTIAL
<& BE AWARE 150 BepRePARED = SHOW YOU CARE

ol
menan  SEPA
ity

PAGE | 38




Bill Inserts

WAIER

WHATIS T AR
WORTHTO YOU? | R reo———

and disiategnating, And
Bhe thosals Lo them are redd
— waler man beea

[

<EPA

water.opa gov

SN WA UL T TS A D e —

v _NOCH ¢ ; N

."‘\-)’9")\') Oy~

’ N -

CLEAN, SAFE WATER IS ESSENTIAL

® BEAWARE BEPREPARED <l SHOW YOU CARE

Severe weather and aging

pipes threaten our water and Store 3 gallons of water per family - Support water system upgrades
wastewater services every day member for use during emergencies

»  Spread the word in your
Know who your water and > Read your water bills and inserts to community about the importance
wastewater service providers are learn more about your utility of a reliable water supply
Revenue from water rates provides »  Help your utility by conserving Protect local water sources
you with clean and safe water water as much as possible

<EPA

waterepas.gov

PAGE | 39



Brochure

N Oy gy, e e w

e A0 /¥ @ L @ LYy

WATER WHAT IS ITWORTHT0 YOU?

0oy \\)I\') Ly

& BEAWARE BE PREPARED

f water

™ waler rate
with clean

Can you Imagine your e without clean and safe watee?
Lol
@ <EPA
waler epa ooy
TS WS Y U T

CLEAN, SAFE WATER IS ESSENTIAL

| SHOW YOU CARE

Support water system upgrade

<EPA

waterepa gov

3 4

needed lo Impeove
drinking wale
Infeastructure
Brough 2030

WHICH ONE COUL
LIVE WITHOUT?

m

lnﬂnm o( gaihons of water are transported throogh
mikions of mils of pipeine: But our pipe systzms
are oid and dishlegrating

. and there are Thoeats 10 our waler

THOr Tk anes

octur per decade,

with the damage
@using wates shortages
and cntamisation

Systom

percent of harrdous
waste leakages

and spills have
contaminated nearty
groundwater

2l

galions of
water wasted
anualy frem
water main breaks

percent of U.S. farmiand
recently suffered
modesale to extreme
drought, jeopardizing
our food supply

SEPA

water 0pa gov
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Web PSAs — Utility or City/County Website

2 B

SOV P APG YT 1M AT AR
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R e T

WAIER
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TN 4 Bde -
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sec i s veiie

- SHOW YOU CARE

WATER wast

o0 BEawae
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- SEPA rowrre o SEPA . GEPA Y o SEPA

PLTE o S

e ane gn
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Print PSAs — Newspaper/Magazine

\,‘ .-.-. > v - ~

: WATER e W ATER WATER et

Hu YOU?
'I,Jk H l.,’ YOU?

0t smpwvy waler and) wanlewaler
@ @ ot iy 1

WAIER

J 1 TN
‘,\,‘_4“ 1 | "\.l

Qur aging mater and
WALEw- MO Tyt
MO M rak

5 awse
e st s sy (o

Our aging water and wastewater Pt v+ ns wate sorew
systoms are at risk
o 3 o
D RN

Sove A% bt § Qadinns of
. D = wter pur furdy Suwities A
Our aging water and wattewmater systama are at rivk R T

BE AWARE Kmb mmuﬁ < SHOW TOU (A
"o - . . Supa waley Syers i§ . O - QQWVWUH

LV AT W SN (e

"
SEPA ;
T

B L

BE AWARE stmo W\'OU(AR!

- \I.“»'_ PO W N, —_
WATER, WHAT IS 11 WORTH 10 YOR? L) \-'.‘JIA”:RZ:'

B WATER 15 o -
©®06 g =

WATER o

Our agéng water and wastewater
systems are at risk

) = -
BE AWARE um MWU&
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Water Utility Publicc Awareness Kit

NUSHAT THOMAS

Active & Effective Team Leader
Thomas.Nushat@epa.gov
202-564-4674

y X
epa.gov/communitywaterresilience
B
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WSD’s What’s Going On? Newsletter

WSD-outreach@epa.gov
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http://www.epa.gov/waterresilience

Kevin Tingley, P.E.
tingley.kevin@epa.gov
202-564-4619



“In God We Trust, All Others Must Bring Data”
- A Distribution Utility’s Perspective

Magnus Borg

Chief Information Officer
NiSource Inc.

February 16, 2016




e
Chief Information Officer (CIO) Magnus Borg

Magnus Borg is chief information officer for NiSource, Inc.

Borg assumed this role following the separation of Columbia Pipeline Group from NiSource during 2015. He
brings extensive background in IT Strategy, innovation, project execution and management having led IT
departments initiatives for several national and international corporations.

Prior to joining NiSource in July 2015, Borg was a senior advisor at PricewaterhouseCoopers LLP (PWC)
where he focused on IT strategy, technology roadmaps and governance for various industries, including
utilities. He has also held various leadership roles with Sigma-Aldrich Inc. (CIO); Safety-Kleen Inc. (CIO);
Ericsson Inc. (senior vice president of new sales and CIO for North and South America); and Scandinavviska
Enskilda Banken (General Manager), a global bank with headquarters in Sweden.

Borg is recognized for his knowledge in the areas of analysis, evaluation and negotiation. During his time in
the IT industry (25+ years), Borg have managed IT strategy, organizational changes, new
software/hardware platforms, Sarbanes-Oxley compliance, Security, vendor alignment and business
process changes.

He has served as a member of the IT Advisory Board at Southern Methodist University in Dallas, Texas. He
also served on the Verizon Advisory Board and Dell Advisory Board and chairman of CITA (International
Motor Vehicle Inspection Committee) with consultancy status within the Economic and Social Council of
the European Union.

Focused on Top-Tier Customer Satisfaction




An Industry-Leading Natural Gas and Electric Utility Company

+ 7-State Footprint
« ~7,500 Employees

+ ~3.5M Natural Gas Utility
Customers

+ ~500K Electric Utility
Customers

~$30B, 20+ Year Infrastructure
Enhancement Plan

Measure customer datain
terabytes

N\,

One of the Nation’s Largest Natural Gas Distribution Companies

* Corporate Headquarters @ State Utility Headquarters




* Types of Incidents for top 5 industries
— Malicious code Top 5 Industries
— Sustained probe/scan Finance & Insurance

— Unauthorized access Information and Communication

1

2
— Suspicious activity 3 Manufacturing
— Access or credential abuse 4  Retail & Wholesale
5

Energy & Utilities _

— Denial of service

 Who are initiating the incidents?

Outsiders — Organized crime, Nation states, Hacktivists
Malicious insiders — Employees with own motive

Unintended actors — Honest mistakes by employees

Unauthorized access incidents doubled from 2013 to 2014 accounting for 37% of

the total Energy and Utilities edged out Health and Social Service for fifth place

. Source: IBM 2015 Cyber Securi
M Source: PWC The Global State




Cybersecurity (examples)

Category Key Activities
Identified roles and responsibilities
Strategy’ Governance & Management Implemented Committees and Core Team

Periodic read outs to a board

Purchased and distributed training modules

Launched End User Awareness program

Release of articles

Periodic Phishing exercises and awareness assessments
Alignment of a Framework (NIST etc.)

Risk and Comp|ia nce Periodic IT Security Policy Updates

Security Training and Awareness

Formalized incident & crisis management procedures

Incident and Crisis Management File formal Cyber incident response plans
Conducted annual table top and field exercises

Process/procedure creation for data privacy & protection review

Information & Privacy Protection Implementation of data loss prevention technology
Update Contract to include Cybersecurity language

Implemented multi-factor authentication solution for remote access
Identity & Access Management Privileged Access Manager selection and implementation

Internal and external penetration testing and possible remediated
Selection of tool(s) for Access Control to block unauthorized devices
Limit end user administrator rights to reduce spread of malware
Implement internal penetration testing capability

Identified Security Event and Incident Management technology

Security Architecture and Services Physical security remediation at facilities
Formalize application security standards

Threat, Intelligence & Vulnerability Mgt

Cyber security as an holistic view




An Industry-Leading Natural Gas and Electric Utility Company

Balanced
Strategic Priorities

Enhance value to our
customers and communities

*  Build, maintain and
operate a safe, reliable
and efficient system

* Aligned, engaged employees,

business partners and
operations

* Financial discipline for
our stakeholders

Delivering on Our
Commitments

» Approximately $1.4 billion in annual
investments to systematically maintain
reliability and further improve safety

» Elevating our customers’ experience
through new technology and system
improvement

* Ongoing improvement of employee
safety records and sustained solid
employee engagement metrics

* Improving customer satisfaction ratings

» Sustainable earnings per share (non-
GAAP) and dividend growth projected at
4-6% annually
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